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Ayrentudukanus

bezonacuocTs nHbOpManuu

l'ocynapcrBenHas
nHpOpPMAIMOHHAS CHCTEMA

Hoctyn k uHGopmauu
HocTynmHoCTh

3amurta uHbOpMauu
OT HECAaHKLMOHUPOBAHHOTO
J0cTyna

Samuaemas HHGOPMAIIHS

Nnentuduxarms

Nndopmannonnas cucrema

NudopmanronHsie pecypcsl

Nudopmanrionnsie
TEXHOJIOTUHU

Nudopmanus

KoHnTponupyemas 30Ha

KondunenmnumansHOCTh

O6paboTka nepcoHaIbHBIX

TEPMUWHBI U ONPEJIEJEHUA

JleiicTBUST TO TpOBEpPKE TMOUIMHHOCTH CYOBEKTa JOCTYyIa
B MH(POPMALIMOHHOM CUCTEME

CocrosiHMe  3aUIMIIEHHOCTH HHGOpPMAIMU, TPU KOTOPOM
obecriedeHbl €€ KOH(PHUAECHUUAIbHOCTb,  JOCTYIHOCTh
U IIETIOCTHOCTb

WNudopmanmonnas cucrema, co3aBaeMas B IEJSIX pean3aluu
MOJTHOMOYU I rOCyJapCTBEHHBIX OpraHoB
u obecrieueHns oOMeHa uHpOpMaNUEH MEXKIy JITHUMHU
OpraHamMy, a TaKke B HMHBIX YCTAaHOBJICHHBIX (eaepalbHBIMH
3aKOHaMHU IEJISIX

Bo3mMoskHOCTB TIOTydeH!s] HH)OPMAIIUU 1 €€ HCIIONb30BaHHMS
Cocrosinue wH)OpMAIMHU, XapaKTEpU3yeMoOe CIOCOOHOCTHIO
TEXHUYECKUX CPEACTB W HH(MOPMAIMOHHBIX TEXHOJIOTUH
obecrieunBaTh OECHPENATCTBEHHBIM JOCTYn K HHpOpMauu
CyOBEKTOB, HIMEIOIINX HA ATO TIOJTHOMOYHS

3ammra wHQOpMAIMK, HANpaBlieHHas Ha TPEAOTBpAIlICHUE
MOJTyYeHHUsT 3allMIaeMoil WH(OpMAIMH 3aWHTEPECOBAHHBIMHU
CyObeKTaMU ¢ HapyIIeHHEM YCTaHOBJICHHBIX HOPMATHBHBIMHU
U TPaBOBBIMH JOKYMEHTaMH (akTaMHu) WM 00JagaTeasiMu
nHbOpMAIMK TIpaB WM TPAaBHI PAa3TPaHUYCHUS JOCTYIa
K 3aluiiaeMoi nHpopMaImu

Nudopmanust, sBIAOMIAsCS TPEIMETOM  COOCTBEHHOCTH
U TIOJUIeKamiasi 3alluTe B COOTBETCTBUU C TpeOOBaHUSMU
IIPaBOBBIX JOKYMEHTOB W TpeOOBaHUSAMU,
yCTaHABJIMBAEMbIMHU COOCTBEHHUKOM MH(OpMaIuu
[IpucBoenune cyObekTaM U 00bEKTaM J0CTyIa UASHTU(UKATOPA
U (WTM) CpaBHEHHME TPEABSBISEMOTO  HIEHTHU(UKATOpa
C TIEpEeYHEM MPUCBOCHHBIX UICHTH(PUKATOPOB

CoBOKYIHOCTh cojieprKalieiicss B 0a3ax NaHHBIX HHPOpMAIIU
u obecrieunBarOMXx ee  00paboTKy  MH(OPMAIMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPE/ICTB

OTtaenbHBIE TOKYMEHTHI U OTAEIbHBIE MAacCHUBBI JOKYMEHTOB,
JOKYMEHTBl M  MAacCHUBBI  JOKYMEHTOB,  COJEpKalluecs
B MHOPMAIIMOHHBIX ~ CHUCTeMax (OmOIMOTeKaxX, apXuBax,
donnax, 6aHKax JIaHHBIX, UH(POPMALIMOHHBIX CUCTEMAX IPYTHX
BHJIOB)

[Ipouecchl, mMeTonpl moucka, cOopa, XpaHeHUs, 00pabOTKH,
MPEIOCTABIICHHUS, PACIPOCTPaHEHHUs] MH(OPMALIUU U CHOCOOBI
OCYIIIECTBIICHUS TAKUX MPOLIECCOB M METO/I0B

Cenenus (coobmenus, JTAaHHBIE) HE3aBUCHUMO
oT (hopMBI UX TIPEICTABICHUS

[IpoctpancTBo  (TeppuTopus, 34aHUE, YacTh  3JaHHUS),
B KOTOPOM HCKJIIOUEHO HEKOHTPOJIHMpYeMoe NpeObIBaHME JIUI,
HE HMEIOIIMX IIOCTOSHHOTO MJM  pa3oBOr0  JIOMYCKa,
Y TIOCTOPOHHHX TPAHCIOPTHBIX CPEICTB

OO6s13aTeNnbHOE TSI BBITIOJTHEHUS JTUIIOM, MOJYYUBIIUM JOCTYII
K OIpeneneHHol wuHpopMmanuu, TpeboBaHME HE IepenaBaTh
Takylo uH(popMmamMio TpeThuM JHIaM 0e3  coryacus
ee obnaiarens

JeiicTBus (omepaiuu) ¢ MEepPCOHAIBHBIMHU JTaHHBIMU, BKITIOYAs
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JaHHBIX

Omnepatop

[TepconanbHbIE TaHHBIE

Yrpo3a 6e3o0macHoCTH
uHpopmanuu

VYa93BUMOCTD

IlenocTtHOCTH

cOop, cHcTeMaTHU3aluio, HAKOIUIEHHE, XpPaHEHUE, YTOYHEHHE
(oOHOBJIEHUE, U3MEHEHHE), HCIIOJIB30BaHHUE, PACTIPOCTPAHEHUE
(BTOM 4umcne mepenady), o0e3IMYMBAHUE, OJOKHUPOBAHHE,
YHUYTOKCHUC IICPCOHAJIBHBIX JaHHBIX

TpaXJaHUH WJIM  IOPUANYECKOE JIMIO, OCYIIECTBIISIOIINE
JESTENIbHOCTh 10 AKCIUTyaTallMd MH(OPMALMOHHON CHCTEMBI,
B TOM 4HCIE MO0 00paboTke WHGOpPMAIUH, COJepKamehcs
B e 0a3ax JaHHBIX

JIroGast mHpOpMAIUs, OTHOCSINASACS K TPSIMO WJIH KOCBCHHO
OTIpE/ICTICHHOMY WJIH OTIpeiesieMOMY (PH3UUECKOMY JIUITY

CoBOKynHOCT  yclnoBUH M (aKkTOpOB,  CO3JAIOIIUX
MOTEHLHUAIbHYIO WIH peanbHO CYIIECTBYIOLLYIO
OIIACHOCTB, CBSI3aHHYIO C YTEUKOH uH(popManuu

W/WIM HECAaHKLIIMOHUPOBAHHBIMU W/WJIM  HENpeHaMEepEHHbIMU
BO3JICUCTBUSIMU Ha Hee

HenocraTox (cmaboctp) MIPOrPaMMHOTO
(IporpaMMHO-TEXHUYECKOTO0) CpeACTBa UM MH(OPMALMOHHON
CUCTEMBI B II€JIOM, KOTOpbIH (KOTOpas) MOXKET ObITh
WCIOJIb30BaHAa  JJIs  peaju3aluu  yrpo3  0e30macHOCTH
nHpopmanuu

YcroitunBocTh  MHQpOpMANMM K  HECAaHKIMOHHUPOBAHHOMY
WM CITydailHOMY BO3JIEHCTBHIO Ha Hee B mpoliecce o0paboTKu
TEXHUYECKUMHU CPEJICTBAMHU, PE3YJIbTaTOM KOTOPOIO MOXKET
OBITh YHUYTOXKCHHUE U UCKOKCHHE HHPOPMAITUH



OBO3HAYEHUSA U COKPAIIEHUA

I'oCT P — Tl'ocynapcrBennslii crannapt Pocculickoit @enepannu

ITonuTtuka — Ilonutuka wuHpopMannoHHON Oe3omacHocTH ['OCcymapcTBEHHOTO
OIO/PKETHOTO  JIOIIKOJBHOIO  00pa3oBaTENIbHOTO  YUPEKIACHUS
nerckoro caga Ne 45 xomOuHupoBanHoro Buma IIpumopckoro
paiiona Cankr-IlerepOypra

I'pAI0Y — I'BAOY nerckmit cam Ne 45 Ilpumopckoro paitona CaHKT-
[TerepOypra

®CBb Poccun — OenepanbHas ciryx0a 6e3omacHocTu Poccuiickoit denepanuun

OCTIK Poccun — @DenepanbHas clyx0a 1Mo TEXHHYECKOMY U SKCIIOPTHOMY KOHTPOJTIO



1 OBIIME NOJOXEHUSA

Hacrosias [lonutuka sBisercs JOKYMEHTOM, ONPEACIISIONMM HallPaBJIECHUS JEATEIbHOCTH
B oOmactu oOecrnieueHuss WHGPOPMAIMOHHON  0E30MacHOCTH H  TPEICTABISIET  COOOM
CHCTEMaTH3MPOBAHHOE M3JIOKEHHE 1IeJIel U 3a/1a4 HHPOPMALMOHHON 06€301acHOCTH, KaK OJJHO WU
HECKOJIBKO IpaBWJl, IPOLEAYp, IPAKTUUECKUX NPUEMOB U PYKOBOISILUX MPUHIMIIOB, KOTOPHIMU
pykoBoactByercs I'BJIOY nerckmii cam Ne 45 Tlpumopckoro paiiona Cankt-IlerepOypra (nanee —
I'BAOY), a Takxke OpraHu3allMOHHBIX, TEXHOJOTHYECKUX U MPOILEIYPHBIX aCIEKTOB 0OecnedeHus
MH(POPMAIMOHHON 0€301acHOCTH.

[Monoxenust  Hactosmied  [losmMTukm  HE  pacmpocTpaHsiOTCs Ha — obOecredeHue
MH(POPMAIIMOHHOM 0€301MaCHOCTH CBEJICHUHN, COCTABISIONINX FOCYIapCTBEHHYIO TalHY.

OcHoBHOM 3amauedt B oOmactu wuHpopMannoHHoW Oe3zonacHoctd ['BJIOY mpusnaer
COBEPIICHCTBOBAHWE MEp U CpEACTB oOOecredeHMsl 3aliuThl MHGOpMalUuKd HHPOPMAIMOHHBIX
pecCypcoB B KOHTEKCTE€ pa3BUTHS 3aKOHoJAarelnbcTBa Poccuiickoit @enepauui W HOPM
perynupoBaHusi UH(POPMAIMOHHON JAESTEIBbHOCTH B TEKYHIIMX YCJIOBUSX (DYHKIIMOHHPOBAHMS
MH(OPMALIMOHHOTO MOJIS.

[Ipu pazpaboTke [TOTUTUKN yYUTHIBAINCH OCHOBHBIE IPUHLIUIIBI CO3AHUS CUCTEM 3aLUThHI
nH(pOpMallUY,  XapaKTepPUCTUKM M BO3MOXKHOCTHM  OPraHM3allMOHHO-TEXHHYECKHX  Mep
Y COBPEMEHHBIX MPOTPAMMHBIX U allllapaTHO-MIPOrPaMMHBIX CPEJCTB 3aIUTH HHPOPMAIIIH.

B pamkax cBoeii nestensHocti I'B/IOY 06s3yercs npeanpuHUMAaTh BCE BO3MOYKHBIE MEPBI
JUTSI 3aITU TRl THPOPMAIIUK OT yrpo3 O€30TaCHOCTH HH(POPMAIIHH.

TpeboBarusi MHPOPMANMOHHON O€30MACHOCTH, COOTBETCTBYIOT IIEJSIM JICITEIbHOCTH
I'BAOY u npemHazHavyeHbI sl CHUKEHUS PUCKOB, CBA3aHHBIX C peau3amueil yrpo3 0e30MmacHOCTH
nHpopMaIuu.

[TonuTtuka noctynHa Bcem padotHukam ['6/I0Y u Bcem mobp3oBaTessiM ero pecypcos.

2 IEJH ¥ 3AJIAYM OBECITEYEHUS UH®OPMAIIMOHHOM BE30IACHOCTH

Cy0bekTbl HHGOPMANUOHHBII OTHOIEHUM

CyObexramu nipu obecrieuennn naopmarmonHoit 6ezomacuoctu B 'BJIOY sBisroTcst:

PabOTHUKU CTPYKTYPHBIX MOJIpa3AeicHuil (B TOM UKCIe YBOJICHHBIE);

rpaxzaane, paboTaroliye Mo J0roBOpaM rpakJaHCKO-IIPaBOBOTO XapaKTepa;

¢busznueckue nuNa, MPEICTABUTENIM KOHTPAreHTOB B paMKaX MHCIOIHEHUS JIOTOBOPHBIX
00513aT€EIBCTB;

dbuszuveckue nuia, nojaasmue odpamienue B aapec '6JI0Y;

IOpUAMYECKUE JIUIA, B paMKaxX HCIIOJIHEHUS JOTOBOPHBIX 005S3aTENbCTB WM BO WCIOJHEHUU
TpeOOBaHUI CO CTOPOHBI 3aKOHOIaTeIbCTBA Poccuiickoit Denepanmu;

Oprasbl TOCYJJapCTBEHHOH BJIACTH.

O0beKkThl HHPOPMAMOHHBIX OTHOLIEHH I

O6bexkTamMu HHOOPMAIIMOHHBIX OTHOIICHUH SBIISIFOTCS:

unpopmannoHusie pecypesl I'BJIOVY;

rocylapcTBeHHble  MH(GOpMaluMOHHbIE  cucTeMbl — OmepatopoM  KOTOPBIX  SIBJISIETCA
I'A0Y;

mporeccel  00paboTkm  MHGopmarmMu B uMHpopMauuoHHBIX  cuctemax ['BJIOY,
WH(OPMAIMOHHBIE TEXHOJIOTHH, PErJIaMEeHThl U TMpoleAypsl cOopa, 00pabOTKH, XpaHEHUs
U mepenadu uHGopMaIuu;

nHdopmanoHHas HMHQPPACTPYKTypa, BKIIOYAIOIIAas CUCTEMBI 00pabOTKH, XpaHEHUS
Y aHanu3a uHPOpMaIHH, TPOTPaMMHEIE U IPOTPAMMHO-aNapaTHbIe CPEJICTBA, B TOM YHCIIe KaHAbI
CBSI3U UTEIEKOMMYHHKAIINU;

CUCTEMBI M CPEJICTBA 3aIIUThl HH(POPMAIIUU, OOBEKTHI U MOMEIICHHUS, B KOTOPBIX pa3MEIIeHbI
cpeacTBa o0paboOTKHU HHPOPMALIUH.

Hean obecnievennst ”HGOPMAILMOHHON 0€30MACHOCTH

OcHoBHOM Tenpt0 oOecrneueHuss uHpopManmonHoit oOe3omacHoct ['BJIOY  sBusroTcst
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JCWCTBUSI HANpaBICHHBIC HAa JOCTM)KEHHUE 3aIIUTHl CYOBEKTOB MH(OPMAIIMOHHBIX OTHOIICHUH OT
BO3MOKHOTO HAHECEHUS MM MaTepUANbHOTO, (PM3UYECKOTO, MOPAJIBHOTO MM HHOTO YyiiepOa,
MOCPEACTBOM  CIYyYalHOTO WM  TNPEIHAMEPEHHOTO  BO3JACHCTBHS  Ha  MH(OPMALHUIO,
B TOM YUCIIE:

obecrieueHHs OTKa30yCTOMYNBOTO (bYHKIMOHUPOBAHUS MIPOTrPaMMHBIX
1 anmnapaTHo-porpaMMHbIX cpenctB ['BJIOY u npenocraBiseMbIX CEpBHUCOB;

COONIIONICHUST TIPABOBOTO PEKUMA HCIOJIB30BAHUS MACCHBOB U CpPEACTB 00pabOTKH
nHbOpMaNnu;

MPEJOTBPAILICHHS] pealn3ali Yrpo3 0e30MacHOCTH HH(POPMAUK MpPH OCYHIECTBICHUU
nestenbHOCTH ['B/IOVY.

3agaum obecneyeHus HHPOPMALHMOHHOM 0€30MaCHOCTH

Hoctmxenue neneit odecnedeHns WHGOPMAMOHHONW O€30MMacCHOCTH U CBOMCTB MH(OpMaluy,
B 'BJIOY pemraercs cienyronmmu 3a1a4aMu:

3alUThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYNA K MH(POPMAIIMOHHBIM peCypcaM;

pasrpaHUyeHHs] OCTyIa MOJb30BaTene K MHPOPMAIMOHHBIM, allapaTHbIM, MPOTPaMMHBIM
U UHBIM pecypcam;

perucTpani M NEpUOJANYECKOTO KOHTpOJIA JEWCTBUH MOJIb30BaTele mpu o0paboTke
3aluIIaeMol HHPOpPMAIUU U EPHUOINUYECKUIA KOHTPOJIb KOPPEKTHOCTH UX IEHCTBUM;

KOHTpPOJISl IIEJIOCTHOCTH CpEebl HCIOJHEHUS IporpaMM U €€ BOCCTAHOBJIEHHE B Ciyyae
HapyIICHUS;

obecrieueHHss ayTeHTU(UKAIMM U UIACHTU(PUKALMM  [0JIb30BaTee, y4acTBYIOLIUX
B HH(OpMALIMOHHOM OOMEHE;

obecrnieyeHus HCIIPABHOCTH MIPUMEHSIEMBIX B MH(OPMaLIMOHHBIX cUcTemMax
I'BAOY cpenct 3anuThl HUHPOPMAIIHH;

CBOEBPEMEHHOTO BBISIBJICHHE MCTOYHHUKOB Yrpo3 Oe3omacHOCTH HWHGOpMaluu, TpUYUH
U YCIOBHH, CIOCOOCTBYIONIMX  HAHECEHWIO  ymepda  3aMHTEPECOBAHHBIM  CYOBEKTaM
MH(OPMALMOHHBIX OTHOLICHUIA;

CO3JITaHUEM CIYKObl MOHHTOPHMHTA M PEardupoBaHUsl Ha Yrpo3bl OE30MACHOCTH HH(OpPMAIUH
Y HETaTUBHBIE MOCIIE/ICTBHUS;

CO3JaHMEM YCIIOBUM JUIsI MUHUMH3ALUU HAHOCUMOTO yliepOa HelpaBOMEPHBIMU JICHCTBUSMU,
Y yCTpaHEHHUeE MOCIEACTBUN HapyIeHus: nHpopMarmoHHo# 6e3omacuoctu B ['BJIOY.

Pemenue Boimenepeunciennsix 3aaa4 B ['6JIOY ocyiecTBisieTcss HoCpeacTBOM:

ydeTa BceX MOIeKAIIUX 3alIUTe HHPOPMAITMOHHBIX PECYPCOB;

KYpHAJIMPOBAHUS JEMCTBHUI NepcoHalia, OCYIIECTBISIONIEr0 00CIYKUBAHUE U MOIU(DUKALIUIO
MIPOrPaMMHBIX U TPOrPaMMHO-AIIAPATHBIX CPEJCTB HHPOPMAIIMOHHBIX CUCTEM;

pernamMeHTalnuy mpoiieccoB obpabotku wuHbopmanuu, AeictBuit padbotHukoB I['BAOY,
OCYHIECTBJISIOIIMUX HKCILTyaTAllUI0 MPOrPAMMHBIX U MPOTPAaMMHO-AINApPaTHBIX CPEJICTB, HA OCHOBE
YTBEPKACHHBIX OPraHU3aIMOHHO-PACTIOPAIUTENBHBIX JOKYMEHTOB M0 3aluTe HH(pOopMaIuu;

Ha3HAYEHUS U MOJATrOTOBKOW paOOTHUKOB, OTBETCTBEHHBIX 32 OPraHU3ALIMIO U OCYILECTBICHHE
MepoTpHATHii o oOecnieuenunto nHpopMamonnoi 6ezonacHoctu B '6/10Y;

HaJleNleHUus] KaXJ0ro pabOTHUKA MHHHMAJIbHO HEOOXOAMMBIMU TIpaBaMH TNpuU padote
B MH(OPMAIMOHHOM HH(PACTPYKTYpPE COTIACHO UX JOHKHOCTHBIM 00S3aHHOCTSM;

COOJIIOJICHNSI BCEMH Pa0OTHUKAMM, 3KCILTYyaTUPYIOUIUMH U 0OCITYy>KUBAIOIIMMHU MPOTPaMMHbIE
U TNporpaMMHO-ammapaTHble  CpEeACTBA, TpPeOOBaHUM  OpPraHM3alMOHHO-PACHOPSAAUTEIBHBIX
JOKYMEHTOB I10 BOIlpocaM obecrieueHust HH(OpMaIlMOHHOM 0€3011aCHOCTH;

MEPCOHAIILHONM OTBETCTBEHHOCTHIO Ka)/JI0TO Pa0OTHHKA 32 CBOM JEWCTBUS, yYaCTBYIOILEIO
B paMKax CBOMX (DYHKIHMOHAJIBHBIX 00s3aHHOCTEH B Ipolieccax aBTOMAaTH3MPOBAHHOM 00pabOTKU
nHGOpMAIIUK ¥ UMEIOIIETO JOCTYH K pecypcaM HHPOPMAIMOHHBIX CUCTEM;

peanu3anyeil TEXHOJOTHYECKUX IMPOLEcCOB 00pabOTKM HH(POPMALMU C HCHOJIb30BAHUEM
KOMIUIEKCOB ~ OPraHM3allMOHHO-TEXHWYECKUX Mep  3alllUThl MPOrpaMMHOT0  oOecredyeHus,
MIPOrpaMMHO-aNNapaTHbIX CPEJICTB;

OpPUHATUS Mep TOo oOecrneyeHuo (U3NYecKor IENOCTHOCTH MNPOTPaMMHO-AIIapaTHBIX
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cpeactB WHGOPMAIMOHHBIX CHCTEM U TOAJCPKAHUEM HEOOXOIUMOI0 YPOBHS 3allUIIEHHOCTH
KOMIIOHEHTOB;

WCIOJIb30BAHUS MPOTPAMMHBIX U MPOrPaMMHO-AMIMAPATHRIX CPEACTB 3aIIUTHI MH(OpMAIIH
oOpabarsiBaemoM B I'B/IOY 1 aqMHUHHUCTPAaTUBHON MOIEPKKOI UX UCTIOIB30BAHUS;

KOHTpOJII ~ COONIOACHUS  IOJb30BaTENIIMH  MH(OOPMAIIOHHBIX ~ CHUCTEM  TpeOOBaHMIA
o obecreueHno HHHOPMAITMOHHOH O€30TTaCHOCTH;

npoBeAeHus: aHanu3a 3(pPEeKTUBHOCTH MPUHSTHIX MEP 3aIIUTHI HHYOPMAITUHN U TPUMEHSIEMBIX
cpeacts 3anuthl nHGopMmarwu B ['BJIOY;

pa3paboOTKM W pealu3allii TMPEIOKEHUH T0 COBEPIICHCTBOBAHHIO CHUCTEM 3alIHUTHI
nHpopmanuu B I'B/IOY.

3 TPUHIOUIBI OGECIEYEHUSA WH®OPMAIIMOHHOM BE3OITACHOCTH

Obecnieuenre UHOOPMAITMOHHON 0€30MACHOCTH, TOJDKHO OCYIIECTBISITHCS B COOTBETCTBUU
CO CIIEAYIOIIMMH OCHOBHBIMU IPUHLIUIIAMHU:

IIpuHIMN 3aKOHHOCTH

[Ipu BBIOOpE MEPONPHUATHI MO 3alIUTEe UHPOPMAIUH, JOJHKHO COOMI0aThCs AeHCTBYIOIEE
3akoHoarenscTBO Poccuiickoit @denepanuu B chepe 3amuThl HHGOPMaLIUH.

Bce paGoTHUKM JOKHBI UMETh MpEACTaBI€HUE 00 OTBETCTBEHHOCTH 3a MPaBOHAPYIIEHUS
B cdepe 3amuThl nHpopmanuu. IIporpammHo-anmapaTHble cpeacTBa, npumenseMsie B I'B/10Y,
JOJKHBI MMETh COOTBETCTBYIOLME JMIEH3UH, O(QUIIMATbHO NpUOOpeTaTbhes Yy MpelcTaBUTeNen
pa3paboTYUKOB 3TUX CPENICTB WM SBIATHCSA MHTEIUIEKTYyanbHOU cobcTBeHHOCThIO [ BJIOY.

IIpyHIUI CHCTEMHOCTH

[Ipyu co3maHuy cUCTEMBI 3alIUTHI TOJDKHBI YUUTHIBATHCS aKTyaJbHBIE YIpO3bl O€30MaCHOCTH
nH(popMalY, BO3MOXKHbIE OOBEKTHl M HAMpaBiIeHHUS aTaKk Ha HEE CO CTOPOHBI HApYIIUTEICH.
Cucrema 3amuThl JIOJDKHA CTPOUTBCS C YYETOM HE TOJBKO HW3BECTHBIX KAaHAJIOB YTEUYKH
uH(popMalllK, HO UM C YYETOM BO3MOXKHOCTH TOSIBJICHHSI HOBBIX YS3BUMOCTEH B IPOTPaMMHOM
o0ecneveHuu.

IIpuHIMN KOMILIEKCHOCTH

KommnekcHoe ncnosib30BaHre CPEesICTB 3alUlUThl HHGOPMALMU MPEaNoaraeT coriacoBaHHOE
MIPUMEHEHHE IIPU MTOCTPOEHUH LIEJIOCTHON CHCTEMBI 3aIUThI, IEPEKPHIBAIOIIECH BCE CYIIECTBEHHBIE
yrpo3bl 6e30macHoCTH MH(QOpMAIMK. 3aluTa JO0JDKHA CTPOUTHCA SIIEIOHHMpOoBaHO. Du3nueckas
3aIuTa J0JDKHA 00ecieunBaThes (PU3MUECKUMU CPEICTBAMU M OPTaHU3allMOHHBIMUA MEPaMH.

[Ipu nocTpoeHuy, BHEIPEHUH U IKCIUTyaTallud CUCTEMBbI 3aIIUThl HTHPOPMAIIUU PYKOBOACTBO
I'BAOY ob6ecnieunBaer ycinoBus Mg S((HEKTUBHOW KOOpAWHAIIMM JACHCTBUH BCEX JIMII,
obecreunBaronuX HHPOPMAIIMOHHYIO O€30MTaCHOCTD.

IIpuHOMI CBOEBPEMEHHOCTH

Pa3pabotka cucrembl 3amuThl HHGOPMAIUU JI0JDKHA BECTUCh MapauIebHO C pa3pabdOTKON
u  UHQOPMALIMOHHOW  CHUCTEMBl. OJTO  TO3BOJUT y4ecThb TpeboBaHHs  0e30MacHOCTU
IpU TMPOCKTHUPOBAHUM APXUTEKTYphl M, B KOHEYHOM cueTe, co3aaTh Oosee 3(PQeKTHBHBIC
nH(OPMALIMOHHBIE CUCTEMBI, 00JIaatoIIe JOCTATOUHBIM YPOBHEM 3alUIIIEHHOCTH.

IIpuHIUN TPpeeMCTBEHHOCTH

[TocTosiHHOE COBEpIIEHCTBOBAHME MEpP M CPEACTB 3allUThl HMH(OpPMALMU Ha OCHOBE
IIPEEMCTBEHHOCTH OPraHM3allMOHHBIX M TEXHWYECKHUX pPEIICHWH, KaJpOBOrO COCTaBa, aHalIM3a
(GYHKIMOHMPOBAHUS MH(POPMALMOHHBIX CHUCTEM M CHUCTEMBI €€ 3allUThl C Y4eTOM H3MEHEHUH
B METOJaX M CpeACTBaX IepexBaTa HWH(POpMalMM, HOPMATUBHBIX TpeOOBaHMN IO 3alIUTe
uHpOpMalUH.

IIpuHIMN 10CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha obecrnieyeHne HHHOPMAITMOHHON 0€301MacCHOCTH U IEHHOCTH
MH(GOPMAIIMOHHBIX PECYpcOB Ha BEJIMYMHY BO3MOXHOTO yilepda OT HX pasrialieHus,
YHUYTOXKEHHUS M UCKaXeHHUs. Mcronp3yeMble Mephbl U CPEACTBA 3alIUThl UH(GOPMAIMK HE JOJDKHBI
yXYJIIaTh 3pTOHOMUYECKHE TIOKa3aTeId KOMIOHEHTOB HH(POPMAITMOHHBIX CUCTEM.

IIpuHOMI OTBETCTBEHHOCTH



Bosznoxenne 0TBETCTBEHHOCTH 3a o0ecredenrne 0e30nacHOCT nH(popMaluu U ee 00paboTKH
Ha Kaxa0oro paOOTHHMKa B Mpeenax ero MOJHOMOYHMHA. B COOTBETCTBHM C 3THM NPUHIMIIOM
pacripeniesieHe TpaB U OOs3aHHOCTEHW PAaOOTHMKOB CTPOUTCS TaKUM 00Opa3oM, 4TOOBI B ciydae
T000T0 HApYIICHUs ObUT U3BECTEH HAP YILIUTEIb.

IpuHuun 000CHOBAHHOCTH M TeXHHYECKOH peain3yeMocTH

WNudopmanioHHbIE TEXHOJIOTHH, TPOrPaMMHBIE U TPOTPAMMHO-aNIapaTHbIe CPEICTBA, MEPHI
3aIUThl WH(GOPMALMK JTOJDKHBI OBITH PEATM30BAHBI 10 COBPEMEHHBIM pEIICHHSIM, 00OCHOBAHBI
C TOYKH 3PEHUS JOCTIKECHHS 33JaHHOTO YPOBHS 3alIUIIEHHOCTH MH(OPMAIMA U SKOHOMHYECKOU
[[eJIeCO00pPa3HOCTH, a TaKKe COOTBETCTBOBATH YCTAaHOBIECHHBIM HOpPMaM H  TpPeOOBAaHUSAM
1o 6e30MacHOCTH HH(OPMAITHH.

IIpuHuun npogeccuonaanzma

Peammzanuss Mep 3amuThl WHGOPMAIMM W SKCIUTyaTallusl CPEICTB 3allUThl MH(POPMALUU
JOJKHA OCYIIECTBIATHCS MPO(ECCHOHATFHBIMU CIICITUATUCTAMHU.

[IpuBnedenue crienuanM3uPOBAHHBIX OPTaHU3AINIA K pa3padOTKe CPECTB U pean3aliii Mep
3alIUThl UHPOPMALUH, TTOATOTOBIEHHBIX K KOHKPETHOMY BHJY JAEATEIHHOCTH IO OOECIIEYEHHUIO
0e30macHOCTH MH()OPMAIIMOHHBIX PECYPCOB, HMEIOIINX ONBIT MPAKTUIECKOH PadOTHI U JUIEH3UU
HAa MPaBO OKa3aHMs YCIYT B 3TOW 00IaCTH.

IIpyHUIMN MUHUMHU3ALUHM NPUBHJICTHH 10/1b30BaTe e

ObecnieueHre TOIB30BATENCH TPUBMIICTHSIMA MUHIUMAJIBHO JTIOCTATOYHBIMU JUISI BHITIOJTHEHUS
MMH CBOUX JOJDKHOCTHBIX 00s3aHHOCTel B [ BIOY.

4 OCHOBHBIE TPEBOBAHMS 110 3ALUTE UHO®OPMALINU
OI'PAHUYEHHOI'O JOCTYIIA

Cucrema 3amuThl MH(OPMALUU JOJDKHA IMPEAycMaTpuBaTh KOMIUIEKC OpraHHU3allMOHHBIX,
MPOrpaMMHBIX M NPOTpaMMHO-aNMapaTHBIX CPEACTB U Mep MO 3aluTe MHPOpMaIKU B Mpoliecce
ee 00paboTKH.

BrimonHenne TpeOboBaHMI AOCTUTAETCS 3a CUYET peaiu3aliu Ha 00beKTax WHGOPMaTH3AIUN
Mep TI0 3amuTe HHHOPMAIIIH:

UJEeHTU(DUKAIIMY U ayTeHTU(PUKAIUA CYOBEKTOB JOCTYIA U 0OBEKTOB AOCTYIIA;

YIPaBJICHUIO JOCTYIIOM CYOBEKTOB JIOCTyIa K 00BEKTaM JI0CTYyIa;

OTPaHUYEHUIO TPOrPAMMHOM CpEJIbI;

3allMTe MAIIMHHBIX HOCUTENEH MepCOHaNbHBIX TaHHBIX;

peructpanuu coobITHI 0€30MacHOCTH;

AHTUBUPYCHOU 3allUTE;

00HapyXKeHHIO BTOPKEHHUIA;

KOHTPOJIIO (aHAJIN3Y) 3alIUIIIEHHOCTH MEPCOHATBHBIX JaHHBIX;

00ecnevyeHnIo IeTOCTHOCTH HH(POPMAIIMOHHOW CUCTEMBI U IIEPCOHATILHBIX TAHHBIX;

00ecnevyeHnI0 TOCTYITHOCTU ePCOHAIBHBIX JaHHBIX;

3aIUTHI CPeJibl BUPTYaTH3aAIUY;

3aIUThl TEXHUYECKUX CPEJICTB;

3alUThl UH()OPMALIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U M Mepeaauu JaHHBIX;

BBISIBJICHHIO MHIMJEHTOB U pearupoBaHUe Ha HUX;

ylnpaBieHHI0 KoHurypauued WHOOPMAIMOHHOW CHUCTEMBI W CHCTEMBI  3aIlIUTHI
MEePCOHANbHBIX JAHHBIX.

I'BAOY, kak obnagarens nH(GOPMAIIMKA OTPAHUYEHHOTO JAOCTYIA, IPH OCYILIECTBICHUH CBOMX IMpaB
00s13aHo:

coOroaTh MmpaBa ¥ 3aKOHHBIE HHTEPEChl MHBIX JIUI;

MIPUHUMATh HEOOXO0IMMbIE MEPHI TI0 3aIuTe HHPOPMAITUH;

OTpaHMYMBATH JIOCTYl K HHpOpMammu, eciau Takas OOS3aHHOCTh YCTaHOBIIEHA
3aKOHo1aTenbCeTBOM Poccuniickor denepannu.

B Ttom uwmcne I'BJIOY, BmpaBe ecium HMHOE HE NPEAYCMOTPEHO 3aKOHOAATEIbCTBOM
Poccuiickoit denepanuu:



paspemiaTh Wi OrpaHUuMBaTh AOCTYN K HH(OPMAIMH, OTIPEACISTH MOPAIOK U YCIOBUS TAKOTO
JIOCTYTIa;

MCIOJB30BaTh HHPOPMALIUIO, B TOM YHUCIIE PACIIPOCTPAHSATH €€, TI0 CBOEMY YCMOTPEHHIO;

nepefaBatb HMHGOpPMAIMIO APYrMM JIMIAM HAa YCTaHOBJIEHHOM 3aKOHOJATEIbCTBOM
Poccniickoit denepanuy OCHOBaHUH;

3aluIIaTh YCTaHOBJIECHHBIMU 3aKOHOAaTeNbcTBOM Poccuiickoit denepannu cnocodaMu CBOU
npaBa B CiIydae HE3aKOHHOTO IOJIydeHHS HH(POPMALMU WIM €€ HE3aKOHHOTO HCIOJIh30BAHUS
MHBIMU JIUIAMU;

OCYIIECTBIISITh WMHBIE ACUCTBUS ¢ HMH(OpManuend WMWiK pa3pemarbh OCYIIECTBICHHE TaKHX
NEeWCTBUHM, €cIM OJTH JICHCTBUS HE NpOTHBOpevar QenepaibHbBIM 3aKOHAM H  JIPYTUM
HOPMaTUBHO-IIPaBOBBIM akTaM Poccuiickoit denepanuu.

3amura WHGOPMAUMU  OrPaHUYEHHOTO JOCTyHma NpPEACTaBiseT Cco0Oll  MpuHATHE
OpraHM3aI[MOHHBIX U TEXHUYECKUX MEp, HallpaBJIEHHBIX Ha:

coOnrofieHne KOH(UIACHIMAIBHOCTH UHPOpMAK (MCKIOYEHHE HEMpPaBOMEPHOTO JIOCTYIa,
KOIHMPOBAHUS, IPEIOCTABIECHUS WM PAcIIpOCTpaHEHUs HHPOPMAIUN);

obecrneyeHne HeN0CTHOCTH H(pOopMaluu (MCKIIIOUEHUE HEMPAaBOMEPHOTO YHUYTOKEHUS
I MOIUGUIMPOBaHUs HH(OPMALIUN);

pean3anuio Ipasa Ha JOCTYI K HHPOpMaIH (MCKIIOYEHUE HETPaBOMEPHOTO OJIOKHUPOBAHUS
uHpopmanun).

CpencrtBa 3amuThl HH(QOpPMALIMKU BHEAPSIOTCS MO pe3yiabTaTaM IMPOBEIEHUSI OLEHKH PUCKOB
nH(OPMaLMOHHON OE301MaCHOCTH.

Opranuzanus 3aluThl HHGOPMALMHU

[Ipn opranmzammu B I'BJIOY 3ammuThel mHbopManuu, JOKHBI BBIMOIHATHCS TpeOOBaHUA
®enepanpHoro 3akoHa oT 27.07.2006 Ne 149-03 «0O06 wunHbopmaiuu, WHHOPMAITMOHHBIX
TEXHOJIOTUSX M O 3alure HHPOpMAIMW», KOTOpble PEryjlupyloT OTHOILIEHHUS, CBsSI3aHHbIC
C YCTaHOBJICHHEM, H3MEHECHHUEM U TMPEKpalleHueM pekuMa oOpabOTKH 3aluinacMoi nH(opMaIuy.
B ToM umcne tpebGoBaHus O 3ammuTe WH(DOpPMAIMU, HE COCTABIAIONICH TOCYJapCTBEHHYIO TailHY,
coJiepkalieiicss B TOCYAapCTBEHHBIX HH(POPMALMOHHBIX CHUCTEMaX YTBEPKACHHbBIE IMPUKA30M
OCTIK Poccum ot 11.02.2013 Ne 17 «O6 yrBepkacHuH TpeOOBaHMI O 3amuTe HHGOPMAIIH,
HE  COCTaBJSIOLIEH  TOCYIAapCTBEHHYIO  TalHy, COJEpXKallelcss B TOCYJapCTBEHHBIX
MH(OPMALIMOHHBIX CHUCTEMax» Uil TOCYJapCTBEHHBIX WHMOPMALMOHHBIX CHUCTEM IO KOTOPBIM
I'BAOY sBnsiercs Onepatopom.

B I'BJIOY nmomumMo peanu3aiuy OCHOBHBIX MEP 3aIUThl HHGHOPMAIIUX OCYIIECTBISAETCS:

perynspHas OLIGHKa W  yOpaBlIeHHEe pUCKaMH  HUH(DOpPMALMOHHOW  0€30MacHOCTH
B COOTBETCTBUU C YCTAHOBJICHHBIMHU MIPOLIEAYPAMH B 00JIACTH YIIPABIICHUS PUCKAMU;

nH(pOpMHUpOBaHUE, o0yueHue u MOBBIIICHHE KBaTM(UKALTIH PabOTHHUKOB
I'BAOY B chepe nnpopmManmoHHO 6€30MaCHOCTH;

METOJMYECKash TOMOIIb paboTHHMKAM B Bompocax oOecrneueHus HWHOOPMALUMOHHON
0€30I1aCHOCTH;

aHaJIM3 U MOMCK BO3MOXKHOCTEH MO MOBBIIICHUIO YPOBHS 3alIUIIEHHOCTA HH(OPMALIUY.

Jlna opranuzanuu 3amutel nHGopmanuu, ['BJJOY BhpaBe nmpuMeHSTH CpeACTBa U METObI
TEXHUUYECKOM 3allUThl, NpPEINPUHMMATh JpyrHe, HE MPOTUBOpPEYAIINE 3aKOHOJATENIBCTBY
Poccniickoit denepanuu, Mepsl.

B pamxkax oOecrnieueHus 3amuThl HHPOPMALIMK, B paMKaX TPYJIOBBIX OTHOIIEHUH HE00X0AUMMO
O3HAKOMHUTH O] POCHHMCH PaOOTHUKOB, TOCTYH KOTOPBIX K HH(POPMALMU OTPAHUYEHHOTO JIOCTYTIA,
HE0O0XO/AUM /7Sl BBITIOJHEHUS! MIMU CBOMX JIOJDKHOCTHBIX OOSi3aHHOCTEH, ¢ mepeuHeM HHpopMaiuu
OTpaHUYEHHOTO A0cTyna, U NpuHATEIMU B [ BJIOY Mepamu 3amutsl HHGOpMaIuy.

Oco0eHHOCTH 3aIIUTHI IEPCOHAILHBIX JAHHBIX

IIpu opranmzamuu oOpabotkn B I'BJIOY nepcoHanbHBIX JaHHBIX  HEOOXOAUMO
pyKkoBojcTBOBaThcsi TpeboBanusiMu DexepanbHoro 3akoHa ot 27.07.2006 Ne 152-@3
«O epCOHANBHBIX AAHHBIXY.
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[lepeyenb wmep, BbIMOJNHEHHE KOTOpbIX obOecneuuBaer ['BJIOY B kadecTBe omepartopa
MIEPCOHAIBHBIX JAHHBIX, TOJDKEH BKIIIOYATh:

HazHauenue B 'bJIOY OTBETCTBEHHOTO 3a OPraHU3aINI0 00paObOTKHU MEPCOHANBHBIX TaHHBIX;

pa3paboTKy JOKYMEHTOB, ONPEACIAIONIUX MPaBUIa B OTHOIIEHIH 00pabOTKU MEePCOHATBHBIX
naHHbIX B 'BJIOY, nokaibHBIX aKTOB IO BOIIpOcaM 00pabOTKHU MEPCOHAIBHBIX JIaHHBIX;

MPUMEHEHHE OpPraHW3alMOHHBIX W TEXHHYECKMX MeEp MO0 00ecrnedeHuro 0e30MacHOCTH
[IEPCOHANBbHBIX JAaHHBIX B COOTBETCTBUM cO crarbell 19 denepanpHoro 3akoHa ot 27.07.2006
Ne 152-®3 «O nepcoHalIbHBIX JAHHBIXY;

BBITIOJTHEHUE TPEOOBAHMIA 110 COCTABY M COACPIKAHUIO OPTaHU3AMOHHBIX U TEXHUIECKUX MEp
1o 00ecreYeHn o0 0e30MacCHOCTH MEPCOHATBHBIX JaHHBIX MPH UX 00paboTke B MH(OPMAIIMOHHBIX
CUCTEMaxX NEePCOHANbHBIX TaHHBIX yTBepkKAEHHBIX [Ipukazom ®CTIOK Poccun ot 18.02.2013 Ne 21
«O0 yTBepKIEHHH COCTaBa W COJIEP)KAHHUS OPTaHU3AIMOHHBIX W TEXHUYECKHX Mep II0
obOecrieyeHn0 0E30MacCHOCTH MEPCOHANBHBIX NAHHBIX MPU UX 00paboTKe B MHGPOPMAIMOHHBIX
crcTeMax ePCOHAIBHBIX JaHHBIX);

OIICHKY Bpe€Ia, KOTOPBIH MOKET OBITh NPHUYMHEH CYOBEKTaM NEePCOHATBHBIX TaHHBIX
B ciydae HapymeHus PenepanbHoro 3akoHa Ne 152-D3, cooTHOIIEHME YKa3aHHOIO Bpejaa
Y TIPHHUMAEMBIX OINEPaTOPOM Mep, HAIpaBJICHHBIX Ha 0OECTieueHHe BBHITIOTHEHUS 00s3aHHOCTEH,
npenycMoTpeHHbIX PenepanbHbIM 3akoHOM Ne 152-D3;

o3HakomiieHne pabotHukoB ['B/IOY, HemocpencTBEHHO OCYIIECTBISAIOMIUX 00pabOTKY
MEPCOHAIBHBIX  JaHHBIX, C TMOJIOKEHUSIMU  3aKkoHoAaTenbcTBa  Poccuiickonn  Denepanun
O TIEPCOHAIBHBIX JAaHHBIX, B TOM 4YHCIEe TPeOOBaHMSAMH K 3allUTE MEPCOHAIBHBIX TaHHBIX,
JTOKyMeHTaMu, omnpeaensomumu TpedoBanus ['B/IOY B oTHomeHnn oO6pabOTKH TEpCOHATBHBIX
JTAHHBIX U 00ydeHue, Ipyu HeoOX0JMMOCTH, YKa3aHHBIX paOOTHHUKOB.

ObecnieueHne 6€30MaCHOCTH MEPCOHABHBIX JAHHBIX JIOCTUTA€TCsl, B YACTHOCTH:

ONpeNeNeHneM  Yrpo3 W HapywmuTened  O€30IacHOCTH  MEPCOHAJbHBIX  JITAaHHBIX
pu ux 00paboTke B MHPOPMAIMOHHBIX CUCTEMAaX MEPCOHABHBIX JIAHHBIX;

ONpENENIEHUEM YpOBHS  3AIlMIICHHOCTH IIEPCOHANBHBIX JI@aHHBIX B  COOTBETCTBHUHU
¢ TpeboBanusiMu [loctanosnenus IIpaButensctBa Poccuiickoit ®enepauuu ot 01.11.2012 Ne 1119
«O0 yTBepKJACHHH TpeOOBaHWUM K 3allUTe TIEPCOHAIBHBIX JAaHHBIX TIPH HX 00paboTke
B MH(GOPMALMOHHBIX CUCTEMAX NEPCOHAIBHBIX JaHHBIX»;

IIPUMEHEHHEM IPOUIEIINX B YCTAaHOBJIIEHHOM IOPSAJIKE IMPOLEAYPY OLEHKH COOTBETCTBHUS
CPEeACTB 3alIUThl HH(POPMaLUY;

OLIEHKOH 3(p(PEeKTHBHOCTH NMPUHUMAEMBIX MEp IO 3aIIUTE MEPCOHAIBHBIX JAHHBIX J0 BBOJA
B 9KCIUTyaTalMio0 UHHOPMAIMOHHON CHCTEMBbI IEPCOHAIBHBIX IaHHBIX;

BOCCTAHOBJICHHEM IE€PCOHAJIBHBIX JAHHBIX, BCIEACTBUE MOJYUYEHUSI HECAHKIIMOHHMPOBAHHOTO
JOCTyIa K HUM;

YCTAQHOBJICHMEM IpPaBWJI  JOCTyla K [EpPCOHAJIbHBIM  JaHHBIM, 00pabaThIBa€MbIM
B MH(OPMAIIMOHHBIX CHUCTEMAaxX IEPCOHAIbHBIX JAHHBIX, a TaKKe OOECIeYeHHEM pPerucTpaluu
U ydeTa BCeX JIEHCTBUIl, COBEpIIAaEMbIX ¢ IEPCOHAIBHBIMU JAHHBIMU B HH(OPMAIIMOHHBIX CHCTEMaX
NEePCOHAIIBHBIX JAHHBIX;

KOHTPOJIEM 3a IPUHUMAEMBbIMU MEPaMH 110 3aIIUTE MEPCOHAIBHBIX JaHHBIX U ONPEAEICHHOTO
YPOBHSI 3aIlMIIEHHOCTH HWH(POPMALMOHHBIX CHCTEMax MEepCOHATbHBIX JaHHBIX B Ipolecce
ee IKCIUTyaTaluu.

5 OCHOBHBIE TPEBOBAHMUSA K TIPOIECCAM OBECIIEYEHUA
UH®OPMAIIMOHHOM BE3OIMMACHOCTHU

Metoanuyeckoe pyKOBOACTBO, pa3pabOTKy pelieHuil 1o 3ammre HHGpopMaIum, corjacoBaHue
BbIOOpPA CPENICTB BBHIYMCIUTENILHOW TEXHUKH, MPOTPAMMHBIX U MPOrPaMMHO-AIIAPATHBIX CPEICTB
3alIUThl MH(OPMAIMM, OpPraHU3aIMio paboT MO BBISBICHUIO BO3MOXXHOCTEH U MPERYNPEKICHUIO
YT€YKHM W CBOWCTB 3allMIIaeMOl HWHPOpPMALMH, aTTecTaluio OOBEKTOB HH(POPMATHU3ALNH
OCYILECTBIISIOT KOMIIETEHTHBIE CTPYKTYpHbIE oapazaenenus ' bJIOY.

Pusuyeckas 0e30MaCHOCTH
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[IpunsTHIE OpraHM3allMOHHBIE U TEXHUYECKHME Mepbl 1o 3amute nomeweHud ['BAOY,
CEpBEPHOTO ¥ KOMMYTAIlMOHHOTO OOOpYJIOBaHUS, AaBTOMATU3UPOBAHHBIX paboOUMX MeCT
noJib3oBareneil nupopmanronusix cucteM I'B/I0Y obecneunBaioT peanu3anuio CiIeayloux Mep
1o:

pasrpaHuueHuio noctyma paboTHukoB B momemienus [BJIOY B cooTBercTBUHM ¢ HX
IIOJIHOMOYUSIMU U JIOJDKHOCTHBIMU 00513aHHOCTSIMY;

peructpanuu (akToB BXOAa pAaOOTHUKOB B TOMEIIEHHS B KOTOPBIX BeaeTcsi o0OpaboTka
[IEPCOHAIbHBIX JaHHBIX;

KOHTpOJIIpyeMoMy MpeOsiBaHui0 nocTtopoHHUX Jmil B ['BJIOY B momemieHusi, B KOTOPBIX
BezieTcsi 00paboTka MHPOPMAIIMU OTPAHMUYSHHOTO JIOCTYNa M pa3MeEIICHBl anmapaTHbIE CPEICTBa
MH(POPMAIMOHHOHN CUCTEMBI;

OpraHu3aIui PEKUMa KOHTPOJMPYEMOTO BHOCA/BBIHOCA CPEICTB 00pabOTKH HH(OPMAIIUH.

[Nomemenns T'BJIOY nomkHbl OBITE 000pPYAOBAaHBI JETEKTOpAaMH OTHS W JbIMA,
OTHETYIIUTENSIMU, CUCTEMaMM KOHIUIIMOHUPOBAHUS BO3/]yXa, CPEICTBAMU OXPAHHO-MOKAPHOU
CUTHAJIM3al1H.

OcHoBHOE cepBepHOE U KoMMyTarmoHHoe obopyaoBanue ['bJIOY nomkHO OBITH 3aIIMIIEHO
oT mnepeboeB B Mojaye 3JIEKTPOSHEPTUU IYTEM MOJKIIOUYEHUS K 3JIEKTPOCETH C NMPUMEHEHUEM
HUCTOYHUKOB OecriepeOOMHOr0 MUTaHUS M PE3EepBHOTO  Ju3eNb-reHepaTopa. VcTouHuKH
Oecriepe0OMHOrO0 MUTaHUS HEOOXOIUMO PETyIspHO TECTHPOBATh U MPOBEPSTH YINOTHOMOYEHHBIM
pabotHukam ['BJIOY B coOTBETCTBUU C pEKOMEHAALUSIMHU TPOU3BOIUTES.

[lopraTuBHBIE TEXHMYECKHE CpEICTBA HE JOJKHBI OCTaBaThCsl 3a  MpeesaMu
koHTposmpyemoit 30861 ['B/IOY 6e3 kouTpoIIs co cTopoHs! paboTHuKoB ['BIOY.

be3onacHocTh Ha paboyeM MecTe

3anpemaercs BECTH 3alMCh IApOJIEW B OTKPBITOM BHUJIE HA MaTepUalbHBIX HOCHUTENS,
3a UCKJIFOYEHUEM CIIy4aeB, PErIaMEHTHPOBAHHBIX METOIOB XPAHEHHS.

JIOKyMEHTbl U HOCUTENH C HHQOpMAIMel OrpaHMYEeHHOTO AO0CTYyNa AOJKHBI YOHpaThCs
B oreuyaTeiBaeMble Mecta (ceddb, mkadpl W T.OL.), TOpH yxXoae ¢ pabouyero Mecra.
Ha aBromartusupoBanHoM pabodyem mecte [lomp3oBaTens paboyasi ceccus A0DKHA OBITH NMpEpBaHa,
pabounii cron 3abmokupoBaH. Bxon monb3oBarenss B CHUCTEMY HE JOJDKEH BBINOIHSITHCA
ABTOMAaTHUYECKH.

JlokyMeHTBI, cojepxaiue HHPOpPMAIMI0 OTPAaHMYEHHOTO JOCTYMa, JIOJDKHBI — Cpasy
M3bIMAThCS M3 TMEYaTaloluX yCTpoWcTB. s yTuiam3anuu KOH(PHUIEHIUANBHBIX JIOKYMEHTOB,
JOJKHBI  MICTIOJIB30BAaThCSl YHUUTOXKUTEIM JIOKYMEHTOB HE HHKE 4 ypOBHS IO CTaHAAPTY
0€30MacHOCTH, IPUMEHSIEMOMY K YHUUTOXHUTEISM JOKYMEHTOB.

[Ipy wucnonb30BaHMM MOOWJIBHBIX TEXHHUYECKUX CPEICTB HEO0OXOJuMO  CcoOI0/IaTh
JOTIOTHUTEIbHBIE MEPBI MO PErjaMeHTAllMd W KOHTPOJIO HCIHOJIb30BaHUS B HH(POPMAIIMOHHOM
CUCTeME MOOMIIbHBIX TEXHUYECKUX CPEJICTB.

Haxoxnenue mnpencraButenedl IOPUAMYECKUX JIMI] B pPaMKax MCIOJHEHUS JIOTOBOPHBIX
00s3aTeNbCTB B TOMEMICHUSIX B KOTOPBIX Belercs oOpaboTka WHGOpMALUMU OrPaHUYSHHOTO
noctyna MHGOPMAalMOHHON CHCTEMbI, BO3MOXKHO TOJBKO B COMpoBOXIeHUU paboTHuka 'OV,
JOTYIIEHHOTO 10 00paboTKK Takoi HHGOpMaIUH.

PazmMerieHne TeXHUYECKUX CpPEJICTB BbIBOJa uHHGpopmanuu B mnomeuieHusax ['BJIOY
MIPOU3BOJIUTCS C YYETOM HCKJIIOUEHHUS BO3MOXKHOCTH BHU3yalbHOTO INPOCMOTpa HHGpOpMaLuu
MIOCTOPOHHUMH JIUIIAMU M paOOTHUKAMHU, HE JOMYIIEHHBIM K padoTe ¢ TaHHOH HH(pOpMaIie.

TexHuueckne cpeacTBa JOJDKHBI pa3MelIaTbCs W XPAaHUTbCS TakKMM 00pa3oM, YTOOBI
COKPATUTbh BO3MOKHBIN PUCK MOBPEXKIACHUS U YIrPO3bl HECAHKIIMOHUPOBAHHOT'O TOCTYIIA.

Texnuveckoe 00c/ay;KuBaHue 000Py10BaAHUSA

Texunueckue cpeacrsa ['BJIOY nomkHbl NPOXOAUTH HA PETYISIPHON OCHOBE CEPBUCHOE
o0cCITy’)KuBaHUE B COOTBETCTBUU C PEKOMEHIALUSAMH NPOU3BOAUTENEH 000pyIOBaHHUS.

PemoHT M cepBucHoe oOcCTy)KuBaHHE OOOpPYIOBAHMS JIOJKHBI BBIMOJHATHCS TOJBKO
KBTU(DUIIUPOBAHHBIMY CTICIIHATUCTAMH.
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Texuuueckoe o0OCTyXHBaHHE OOOPYIOBaHHMS CTOPOHHMMH OpTraHMU3aLMsSMH HE JOJDKHO
MIPUBOJIUTH K PUCKY HAPYIICHUS KOH(PHUICHIINATHHOCTH 3alIUIIaeMON HH(DOpMAIIHH.

B3aumoneiicTBUe ¢ TPETHbUMHU JTHIAMH

B mensx oGecneuenuss mHpopmanmnonHou Oe3zomacHoctd ['BJIOY mnpu B3aumopeicTBum
C TPETHUMHU JIMI[AMHU JIOJKHO BBIIIOJHATE CIEAYIOIINE MEPOTIPUATHUS 110:

3aKJIIOUEHUIO COTJIAIIEHHUS O HepasMlalleHud WHQOpMalMM OrPaHWYEHHOI'O J0CTyIa
MOJTYYEHHOU B X0/ UCIIOJIHEHUSI IOTOBOPHBIX 00SI3aTEIIbCTB;

OCYILECTBJICHUIO KOHTPOJS 3a JACHUCTBUSIMU NPEACTABUTENIEN KOHTPAreHTOB B Mpeaeiax
KoHTpoaupyemoi 308b ' BZIOY.

YnpasJ/ieHue :KM3HEHHBIM HMKJIOM HH(POPMAIMOHHBIX CHCTEM

MeponpusTusi B mpoIuecce KU3HEHHOTo Iukia uHpopmannoHubix cucteM ['BAOY nomxHbI
OBITH HANPaBJICHBl Ha OOECIIEUYCHHE 3aIlUThl MH(QOPMAIMU TIPH BBOJE B JIEHCTBHE, IKCILTyaTalllH,
COITPOBOKACHUHU U MOJICPHU3ALIMH, BBIBOIA U3 DKCILTYaTallUH.

OcHoBanueM npu pa3paboTke HMHPOPMAIMOHHBIX CHUCTEM JOJDKHBI SIBISTHCS pEIICHUS
NpUHATBIE Ha cTaauu (GopMUpOoBaHMs TpeOOBaHMM, cojaep)kalue TpeOOBaHUS B TOM YHCIE
0 CHCTEME 3alUThl HHPOpPMAIIIH.

JIro60e miaHupyeMoe K BHEAPEHUIO U3MEHEHNE NHPOPMAIMOHHOM CHUCTEMBI NTPEABAPUTEIHHO
JOJDKHO ~ OBITh  TMPOAHAJU3UPOBAHO HA  COBMECTHUMOCTh M OTCYTCTBHE  HApYIICHUM
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMITOHEHTOB B TOM YHCIIE CPEJICTB 3aIIUTHl HH(OPMAITUH.

PaGotel mo wmonepHuzammu WHGOPMAIMOHHOW CHCTEMBI, B TOM YHCIE IO YCTaHOBKE
MIPOTPAMMHOTO O0ecTieYeHHsT 1 0OHOBJICHHI, TOJDKHBI POBOJAUTHCS B HEpaboUuee BpeMs WIH BpeMs
HaWMEHBIIIEH pabouei Harpy3KH.

[Ipu BBIBOJE U3 OKCIUTyaTallid WH()OPMAIMOHHBIX CHCTEM JOJDKHO OOECTICUMBATHCS
rapaHTUPOBAHHOE yJalleHue o0pabaTbiBaeMOi U XpaHUMOM B HUX HH(OPMAIUU € UCTIOIb30BaHUEM
CPEICTB TapaHTHPOBAHHOTO YHMUTOXEHHsI MH(OpMALMKM WK MyTeM (PU3MYEeCKOro YHMUYTOKEHHUS
HOcHuTeNel nHpopMaIuu.

Bce mpomeaypel oOecrieueHuss 3amuThl  WHPOpManuH, ycraHoBieHHble B [ BJIOY
B OTHOLIEHWH UHGPOPMAIMOHHBIX CHUCTEM, JOJDKHBI BBIMOJHATHCS U KOHTPOJIUPOBATHCS
OTBETCTBEHHBIMH JIMLIAMH 32 OPTaHU3aIMI0 padoT MO 3aIuTe HHPOPMALIUH.

KonTpoab 1ocTyna k MHGOPMAIMOHHBIM CHCTEMaM

Bce pa6otnuku I'BJIOY, nomymienHsie Kk paboTe ¢ MHOOPMAITMOHHBIMH CHUCTEMaMH HECYT
MEPCOHAIBHYI0 OTBETCTBEHHOCTh 32 HApYUICHHS YCTAaHOBJICHHOTO TMOpsijaKa 00paboTKu
nHpopMaIuu.

YpoBeHb mMOJMHOMOYMH TOJIb30BaTesi B uHMopmarnuonHoi cucreme ['BJIOY nmomwken
OTPEENATHCSA B COOTBETCTBUU C €T0 JOJHKHOCTHBIMU 00S3aHHOCTSIMU.

Hoctyn nonb3oBareneit k nHGopmamoHHbM cuctemMaMm ['B/IOY nomkeH KOHTPOIUPOBAThCS
aJIMMHHUCTPATOPOM MH(OPMALIMOHHON CUCTEMBI.

OcylliecTBIIEHHE PETYJISPHOIO0 KOHTPOJISI BBIIOJHEHUSI OpraHU3alMOHHO-PACIOPSIUTENbHBIX
JOKYMEHTOB, KacalIIuxcs perjameHTanuu nomycka padotukoB ['BJIOY k uHpOpMaAIMOHHBIM
CUCTEMaM.

HnenTudukanusa v ayreHTHPUKALMUSA

Hoctyn monb3oBaTeneld kK MHPOPMAIIMOHHBIM CHCTEMaM JOJDKEH MPEAOCTaBISATHCS TOJIBKO
MOCJIe YCIIEITHOTO 3aBepIIeHUS HICHTU(DUKALINY, ayTEHTH(PUKAIIUH.

[Tonyuenue monp30BaTeleM HMEHH B WH(GOPMAIMOHHOW CHCTEME W TMapolisi, KOTOphIe
obecreunBaroT AOCTYI K HHGOOPMAIIMOHHOW CUCTEME, TOJKHO OCYIIECTBISATHCS MO MPEACTABICHUIO
PYKOBOJMTEINS CTPYKTYPHOTO MOAPA3AEICHUS.

YnpasJieHue 10CTYIOM

B I'BIOY m0mKHO OCYHIECTBISATHCS YHpaBICHHWE JOCTYNOM K MH(OPMAIMOHHOW cHUCTeMe
MOCPEJICTBOM peau3allid HEOOXOJUMBIX METOJOB, THUIIOB W MPABUJ pa3rpaHUYCHHs JOCTYIa
nosb3oBarensM uHpopmanuonHoit cuctembl ['BJIOY. B ToM umcie obecriedeH 3alIUIEHHBIHA
yIaJeHHBIH JOCTYN CYOBEKTOB JIOCTYyHa K OOBEKTaM JOCTYyIa 4epe3 BHEIIHHE HH(POPMAIIHOHHO-
TEJIEKOMMYHUKALIMOHHBIE CETH.

13



Be3onacHocts npu padore ¢ HOCHTENAMH HHPOPMALMH

Pabotauku I'BJIOY 10OMKHBI HMCHOJB30BATH TOJBKO YYTCHHBIE CHEMHBIC MAaIlUHHbIC
HOcHUTENMM HMH(GOPMAIMK JUISL BBIOJHEHHS] CBOMX JOJDKHOCTHBIX oOsi3anHOcTell. Mcmonb3oBanue
ChEMHBIX MAIMUHHBIX HOcuTenel nHpopmaruu B 'bIOY B HHBIX IENSIX CTPOTO 3aMpeEIIeHO.

ChemHbIe MaIMHHBIE HOCUTENN HH()OPMAIMK JOJDKHBI XPAHUTCS B OTIEYaThIBAEMBIX IIKa(ax,
B IIOMEMICHUSAX B KOTOPBIX IPEAYCMOTpeHa 00paboTKa HH(OPMAIK OTPAHHYEHHOTO TOCTYIIA.

B cnydae kpaku uiu nMoTepu ChbEeMHOI'O MAIIMHHOTO HOCUTENS MH(pOpPMAalUK, a TAaKKE MHBIX
MHUUJEHTOB, KOTOpPbIE MOT'YT NPUBECTH K HApYUIEHUIO CBONCTB MH(GOpPMAalUU OTPaHUYEHHOTO
JOCTYTa, JOJHKHBI IPOBOAUTHCS MEPOIIPUSITHS IO PACCIICIOBAHUIO TAKUX HHIUJACHTOB.

[Ipu BBIBOJE M3 IKCIUTyaTallii Ch€MHOT'O MAIIMHHOTO HOCHTENS WH(POpPMAINU, BCE JaHHBIC,
XpaHsIIMeCs: Ha HEM, JOJDKHbBI OBbITh yIalleHbl ONPEIEICHHONM KOMHCCHEH M3 uucia pabOTHUKOB,
CPEICTBOM rapaHTUPOBAHHOTO YHUUTOXEHUS HHPOPMALIH.

@akT YHUUYTOXKEHHS HH(OpMalMM Ha CHEMHOM MAalIMHHOM HOcUTelne UHGOopMaluu
¢bukcupyercs B akTe 00 YHUYTOXEHHMM HHGPOPMAIMM CO CHEMHOIO MAIIMHHOIO HOCHUTEINS
nH(popMaInH.

Perucrpanust coobITHI

B TI'BJAOY  pgomxHa  OCYIIECTBISTHCS ~ pPErHUCTpamusi  COOBITHH  0€30MacHOCTH
Ha Bcex KoMmoHeHTax wuHpopmarmoHHbXx cucteM [BIAOY, B koTopeix oOpabaThiBaeTCs
3amuinaeMasi HHpOpMaIIusi.

AHTHBHPYCHAs 3a1UTA

B mnensax oOHapyxkeHuss W ycTpaHeHUs BpeloHOCHbIX mnporpamm B ['BJIOY  nmomxHbI
HCIO0JIb30BAThCA CPEJICTBA AHTUBUPYCHOM 3aIIUTHI HH(DOPMAIIHH.

OO0s13aTeIbBHOMY KOHTPOJIIFO CPEACTBOM aHTHUBHUPYCHOW 3aluThl HMHGOpMAIMU J0JDKHA
MoJyIeKaTh Jro0ast uHpopManus (TeKcToBble (aiimbl TOO0BIX  ¢GopmatoB, ¢aiiabl JTaHHBIX,
ucnoyiHsgeMble (aiiibl), mojlyyaemMas M IepegaBaeMmasi 10 JIOKAIbHON BBIYMCIUTEIBHON CETH
B TOM YHCJI€ M CeTSIM OOIIero MOJb30BaHUS, a Takke HMHQOpMAaIMs, XpaHUMas Ha CHEMHBIX
MalIMHHBIX HOCUTENAX HHPOpMAIIH.

[Ipn ycraHoBKe MpOrpaMMHOTO OOecreueHusi WIM €ero OOHOBJIEHHS Ha CEBEpHOE
o0opynoBaHHE [JOJDKHA AaBTOMATHYECKHU BBINOJIHATHCS TpeBapUTeIbHAas MpOBEpKa JaHHOTO
MIPOrpPaMMHOTO 00€ecIiedeHHs Ha OTCYTCTBHE BPEJOHOCHOTO MPOTrPaMMHOI0 00eCeUeHHS.

Oo6HoBnenue 0a3 curHatyp JUisl CpeICTBa aHTHUBUPYCHOW 3alUThl MH(OPMALUU JTOJLKHBI
OOHOBJIATHCS €KEAHEBHO.

[Tonw3oBarenu 6e3 paB aMUHHUCTpaTopa uH(GOPMaIMOHHOU CHUCTEMBI
I'BIOY He M0JDKHBI MMETh BO3MOXKHOCTH IMOJYyYEHHUS JOCTyNa K KOHGUTYpalud aHTUBUPYCHOTO
CpelICTBA 3aLIUThI UM €r0 OTKIOYEHUSI.

KoHTpOo/Ib 3211IMIIIEHHOCTH NIEPCOHAIBLHBIX JAHHBIX

B memsix uMckitoueHUs JKCIUTyaTalluM YS3BUMOCTEH MPOrPaMMHOTO 00€CIeYeHMs JOJIKHBI
MPOBOAUTCS pabOThl MO BBHISIBICHHUIO, AaHANU3y YsA3BUMOCTEH WH(DOPMAIIMOHHONW CHUCTEMBI
U ONEPATUBHOE YCTPAaHEHHE BHOBb BBISABICHHBIX YsA3BUMOCTeH. B ToM umcie opranusanus
KOHTPOJISI YCTaHOBKM OOHOBJIEHHMSI MPOrPAaMMHOTO OO€CIEeYeHHs] BKIIOYasi CPEICTB 3alllUThI
nHpopMaIuu.

Hcnonb3oBaHue NMporpaMMHOro odecrne4eHus

Beibop mnporpammHOoro obecnedeHus uis Npou3BOACTBeHHbIX Hyxa ['BJIOY  nomxen
IIPOU3BOJUTECS B NPUOPUTETE K OTEYECTBEHHOMY, BHECEHHOrO B ENMHBIN peecTp pOCCHMCKHX
IporpamMM JUIsl 3JIEKTPOHHBIX BBIYMCIMTENBHBIX MallMH M 0a3 JaHHBIX. B cioydae oTcyrcTBus
aHasiora B ENMHOM peecTpe pOCCHMCKMX MpOrpamM Jjsl dJIEKTPOHHBIX BBIYMCIIUTENBHBIX MAIIWH
u 0a3 JaHHBIX [JOIMYCKAeTCs HCMOJb30BAaTh MPOTPAMMHOTO 00ECHedYeHHue HUMIIOPTHOTO
IIPOU3BO/ICTBA.

Hcnosb3oBanue cpeacTs Kpunrorpaguyeckou 3amurbl HHGpopManuu

Obecneuenne 3auThl HHGOPMAIMK OIPAaHUUYEHHOTO JI0CTYIA OT PACKPBITUS, MOIU(PUKAIIIH
U HaBs3bIBaHMA (BBOJA JIOKHOM MH(popmalnuu) mpu ee mepenade (MOJrOTOBKE K Iepenaye)
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[0 KaHajlaM CBS3M, HMMEIOIIUM BBIXOJ 32 MpPEAEbl KOHTPOJUPYEMOH 30HBI 00ecreunBacTCs
MPUMEHEHHEM CPEJCTB KPUITOTpapUUeCKON 3alIUThl HHPOPMALIHH.

[Ipuobperenne  cpenctB  kpunrtorpapuueckoi  3amutel  uHpopmamuu  [BAOY
OCYILIECTBJISIETCSI HA OCHOBAHUU JIOTOBOPOB M KOHTPAKTOB C JIMIAMH MMEIOLIUMU JIE€HCTBYIOILYIO
munensuto ®Cb Poccun Ha ocCyliecTBiIEHUE AEATEIBHOCTH 10 pa3pabdOTKe, IMPOU3BOJICTBY,
pacrpocTpaHeHHIo MHU(PPOBATBHBIX (KPUNTOrpapUUECKUX) CPENCTB, WHPOPMAIMOHHBIX CHCTEM
U TEJIEKOMMYHUKAIlMOHHBIX CHCTEM, 3alllMUICHHBIX C MCIOJb30BAaHUEM IIH(PPOBAIBHBIX
(xpunTorpadu4ecKux) CpelCcTB, BBIIOJHEHHIO pabOT, OKa3aHUIO yCIyr B oOnacTté mmdpoBaHHS
nHPOpMAIINY, TEXHUYECKOMY OOCITYKXMBAHHIO MIH(PPOBATBHBIX (KPUNTOrpaUUIecKuX) CPEJICTB,
MH(GOPMAIMOHHBIX CUCTEM U TEIEKOMMYHHUKALIMOHHBIX CHUCTEM, 3alIMIICHHBIX C MCIIOJb30BAaHHEM
muQpoBaIbHBIX (KpUOTOTpAadUUECKUX) CPEACTB (32 HCKIIOYCHHEM Ciydasi, €ClIMd TEeXHHYECKOe
oOcnyxuBaHue IMUQPOBaIBbHBIX (KpUnTOorpaduueckux) CpeAcTB, HH(POPMALMOHHBIX CHCTEM
U TEIEKOMMYHMKAIlMOHHBIX CHCTEM, 3allULIEHHBIX C HCIOJIb30BAaHUEM IIH(PPOBATBHBIX
(kpunrorpauyecKknux) CpeAcTB, OCYIIECTBIsAETCS i oOecnedyeHuss COOCTBEHHBIX HYX]
IOPUAMYECKOTO JIMIA WIM HHIUBUAYATIbHOTO MPEeAPUHUMATENS).

B wmensx opranmzanuu W oOecnedyeHHWH Iepeaud HMHQOpMAMM 10 KaHajaM CBS3U
C MCIIOJIb30BAaHUEM CPEJICTB KpunTorpaduyeckoil 3amuThl MHGOPMALMU, a TAaKKe BBITOJHEHUS
nuneH3uoHHbpIx  TpeOoBanuit ®OChb Poccum B T'BJIOY nomxken ObITh co3maH  OpraH
KpunTorpaguueckoi 3aiuThl.

[Topranpabie pemenus ['BJIOY ¢ BO3MOXKHOCTBIO OCTyMa C ceTei OOIIero MoJb30BaHUs
JOJKHBI B TPUOpPUTETE pa3palaThiBaThCsl C OpraHU3alueidl 3allMIIEHHOTO KaHajla MOCPEACTBOM
npotokosa TLS ¢ moxnepxkkoit anroputmoB ['OCT 34.10.

Hcnonb3oBanue 31eKTPOHHOM NMOYTHI

DNeKTpoHHas MouTa JoJbKHA ucrosb3oBaTthes B ['BJIOY ¢ menpio opranm3anuu oOMeHa
ANIEKTPOHHBIMH ~ COOOIIEHUSIMH  MEXIYy paOOTHUKaMH U CYObEKTaMH HH(POPMAIMOHHON
0€30IM1aCHOCTH.

[Ipu rcnonb30BaHUM ANEKTPOHHOM MOYTHI 3aMPEIIACTCS:

o0MeH mHpopMaIHel A CIy)KeOHOTO MOJIb30BaHUs, a TaKKe WH(POopMaIueln orpaHnYeHHOTO
JOCTYTIa;

IIPEIOCTABJIICHUE JOCTYIA K 3JIEKTPOHHOM M0YTE C MCIOIb30BAHMEM JAHHBIX CBOEH YYETHOMN
3alMUCH TPETBUM JIMLIAM;

yOJIMKalUsl CBOETO CIY)KEOHOIO ajjpeca 3JIEKTPOHHOM MOYTHI B 3JIEKTPOHHBIX KaTalorax,
Ha IIOMCKOBBIX MallMHAX W JApPYruX pecypcax certu HHTepHeT B 1LeNsAX, HE CBA3AHHBIX C
HCIIOJITHEHUEM CBOMX JOJDKHOCTHBIX 00s13aHHOCTEH;

MOAIHKCKA 10 3JIEKTPOHHOM I0YTE Ha Pa3JINYHbIE PEKIAMHBIE MAaTE€PHUAIIbl, JTUCTHI PACCBUIKH,
UIEKTPOHHBIE XYpPHAJIbl U T.A., HE CBSA3AHHBIC C BBIIOJIHEHHUEM II0JIb30BATEIEM JOJKHOCTHBIX
00s13aHHOCTEI;

OTKpBITHE (3allycK Ha BbIMOJIHEHHE) (ailloB, MOJYYEHHBIX IO 3JIEKTPOHHOM mouTe
Wi u3 pecypcoB cetu IHrepHer, 0e3 IpeaBapuUTENbHOW NPOBEPKU HX AHTUBUPYCHBIM
IIPOrpaMMHBIM 00€CIIEYCHUEM.

Pa0ora B ceTsix 0011€ro NoJIL30BAHUSA

I'BIOVY ocraBnseT 3a co6oil nmpaBo OGIOKMPOBATH WJIM OTPAHUYMBATE JOCTYN paOOTHHKAM K
CeTsAM CBS3U OOILEro MoJib30BaHUs, B TOM uHcie ceTh VIHTepHeT, coepKaHue KOTOPhIX HE UMEET
OTHOIIEHMSI K UCTIOJIHEHHIO JOJDKHOCTHBIX 00S3aHHOCTEH, a Takke K WH(OPMAIIMOHHBIM pecypcam,
COJIEp)KaHME W HANpaBICHHOCTb KOTOPBIX 3allpeIleHbl 3aKOHOJAATeNbcTBOM  Poccuiickoi
denepanuu.

Wndpopmanust o mnocemaeMbix pabotHukamu ['BJIOY  umHpOpMaLMOHHBIX pecypcoB
IPOTOKOJIMPYETCS Ui TOCJIEAYIOIIer0 aHaluW3a U, IpU HEOOXOJUMOCTH, MOXKET OBITh
IIPEJICTaBJIEHA PYKOBOIUTENSAM CTPYKTYPHBIX NTOApa3esieHnH, a Taxoke pykopoautento ['BAOY ma
KOHTPOJIAL.

IIpu ucnons3oBanuu cetu MHTEpHET 3anpenieHo:

ncnoJb30Bath npenocrasieHHbli ['5JIOY noctyn B cets IHTEpHET B JIMUYHBIX LENSX;
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HCII0JIb30BAaTh HECAHKIIMOHUPOBAHHbBIE IIPOIPAMMHBIE U IIPOIPaMMHO-aIIIapaTHbIE CPECTBA,
II03BOJISIFOIIME [IOJIYYUTh HECAHKIIMOHUPOBAHHBIN AOCTYN K ceTH MHTepHeT;

myOJIMKOBaTh, 3arpyKaTb M pPaclpOCTPaHATh MaTEpUaNbl COJAEpKAIINe HEIOCTOBEPHYIO
unpopmanuto o 'BJI0Y, a takke danpcudummponats cBoii [P-ampec.

Pe3epBHOe KONMpPOBaHNe U BOCCTAHOBJICHHE JAHHBIX

OcymiecTBieHrE PE3EPBHOIO KOMPOBAHUS JIOJDKHO OCYILIECTBIISITHCS JJIS:

napopmanuu oOpabareiBacMOii Ha (alIOBOM cepBEepe H  CepBEpE  IMPHUIIOKCHHUIA,
WH(POPMAIIMOHHOHN CUCTEMBI;

pabounx MECT aIMUHUCTPATOPOB UHPOPMALITUOHHON CUCTEMBI.

YacTtora W peXHM PE3EPBHOTO KOIMMPOBAHHS YCTAaHABIMBAIOTCS TaKUM 00pa3oM, YTOOBI
o0ecreynTh MUHIMAJIBHYIO MOTEPIO JAHHBIX M OTIEPATUBHOE BOCCTAHOBIICHHE.

Hactpoiika pe3epBHOr0O KONUPOBAaHUS M BOCCTAaHOBJEHUS PECYPCOB HMH(POPMAIIMOHHBIX
cucreM I'b/IOY noskxHBI TPOBOAUTH yrIoIHOMOYEHHbIE paboTHukH ['BIOY.

PesepBHoe KomMpoBaHHE JOJKHO  OCYLIECTBISTHCS B aBTOMAaTHYECKOM  PEXHUME
C TNPUMEHEHUEM OTEYECTBEHHOTO CIIELMAIN3UPOBAHHOTO CpEACTBA PE3EPBHOTO KOMHUPOBAHUS
C JCWUCTBYIOIIMM CEpTU(UKATOM COOTBETCTBUS IO TpeOOBaHMUSIM O€30MacHOCTH HH(OpMaLUU
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHH K TPOLECCAM YIIPABJIEHUSI
NH®OPMAIIMOHHOU BE3OINTACHOCTBIO

MonuTtopuHr HHGOPMALTMOHHON 0€30MaCHOCTH

Ha mocrosiHHO#M OCHOBE JOJKEH HMPOBOAWUTHCS KOMIUIEKCHBIN aHamu3 (PyHKIHOHHPOBAHUS
nHpopmanmonnoit cuctemsl '6JI0Y u Bo3HUKaOMMUX cCOOBITHH HHDOPMAITMOHHONW 0€30TTaCHOCTH.

[Ipomiecc MOHUTOpHMHTa CHCTEMBI OOecmedeHHs WH()OPMAIMOHHOW OE€30TacCHOCTH JO0JIKEH
BKJIIOUaTh B ce0s KOHTPOJIb OPraHU3alMOHHBIX M TEXHUYECKUX Mep IO 3aimure HHpopManuw,
aHaJIu3 MapaMeTpoB KOHPUTYpAllU U HACTPOUKH CPEICTB 3AIIUTH HHPOPMAIIUH.

[Ipu npoBeneHNU KOHTPOJBHBIX MEPOINPUSITUN, CBS3aHHBIX C OIEHKOW pealu3aluu MEp
no 3ammute uHpopmaruu B ['BJIOY, ynmomHOMoueHHBIE PaOOTHUKH JOJDKHBI TMPHACPKUBATHCS
CJIETYIOIIUX MPUHIUTIOB:

He HapymaTh QyHKIHOHUpOoBaHue nesreabHocty I'bJIOY;

JeCTBOBaTh B COOTBETCTBUU C YTBEP)KIEHHBIMH OPraHU3allMOHHO-PACHOPAIUTEIbHBIMU
nokymeHnTamu ['bJ/IOY 1o 3ammre nabOpMaLnH;

HE CKpBIBATh (DaKThI BBISBICHHBIX COOBITHI HH(OPMALIMOHHON 0€301aCHOCTH;

0(pOPMIISITH OTYETHI, OITBEPKIAIOUINE BHIIIOJIHEHUE MEPOTIPUITUH 1O 3aIIUTe HHPOPMAIUH.

Nndopmanus, monydeHHas B XOAE MPOBEACHUS KOHTPOJUPYIOIMIMX MEPONPUATUN
0 JEUCTBUSX, COOBITUSX M IapaMmeTpax, MMEIOIIMX OTHOIICHHE K peaju3alud Mep MO0 3alluTe
uH(pOpMaLIUY, JTOJKHA KOHCOJIUIUPOBATHCS U XPAHUTHCA B MECTax, MCKIIOYAIOIIUX IOTy4YeHUE
K HEell HECaHKIIMOHUPOBAHHOTO JIOCTYTIA.

MOHHUTOPHUHT JaHHBIX O 3apPETUCTPUPOBAHHBIX COOBITUSAX HH(POPMAIMOHHON OE30MaCHOCTH
JOJIKEH TMPOBOJUTHCS, IO BOBMOYKHOCTH, C MCIIOJIb30BAHUEM CHUCTEMbl MOHUTOPUHTA MHIIUJICHTOB
nH(OpMaIMOHHONW 0€30MacHOCTU WU BCTPOCHHBIX MEXAaHM3MOB HACTPOMKHU M ayquTa COOBITHIA
B MPOrPaMMHBIX U TPOTPaAaMMHO-AMMapaTHBIX CPEIACTBaX, HCIOIB3YEMBIX B HH(POPMAIIMOHHOM
unopactpykrype ['BJIOV.

YnpasJjieHue pucKkaMu

Omnpenenenrve BHYTPEHHUX TpeOOBaHMI MO 3ammTe WHGOPMAIUH, TOJKHBI OCHOBBIBATHCS
Ha pe3yiabTaTax MPOBEIEHUS aHaldn3a PHUCKOB HAPYIIEHUS OCHOBHBIX CBONCTB 0O€30MacHOCTH
11 “”HPopMannoHHsIX pecypcoB I'BJIOY.

OCHOBO¥ OILIEHKH PUCKOB JIOJKHA OBITH OILIEHKA YCIOBHM U (PaKTOPOB, KOTOPHIE MOTYT CTaTh
MIPUYMHOM HAPYILIEHUS IIEIOCTHOCTH, KOHQUACHIIUATHHOCTH U IOCTYITHOCTHU JIJ1s1 MH()OPMAIIMOHHBIX
pecypcoB I'BJIOY.

PesynpTaToM mpoBeneHus aHadM3a PUCKOB JOJDKEH OBITh pa3pabOTaHHBIN KOMIUIEKC Mep,
HaIpaBJIEHHBIX HAa CHI)KEHHE BO3MO>KHOTO HETaTMBHOIO BIIMSIHUSL HA OCHOBHYIO JEATEIBHOCTH
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I'BIOY npu peanuzanuu TO UM HHOK Yrpo3bl 0e30MacHOCTH HH(OPMAIMK U 00ECTIEYNBAIOIIUX B
JabHEHIIIEM JIOCTAaTOYHBIN YPOBEHb 3alIUIICHHOCTH HHPOpMaIMOHHBIX cucteM ['BJIOY.

Ynpasienue MHUHMIEeHTAMH HHGOPMALMOHHOI 0e301aCHOCTH

s o6ecrieueHus 23pPEeKTUBHOTO pa3pelIeHus HHIIUACHTOB HH(GOPMAITMOHHON O€301MaCHOCTH
B I'b/IOY, MUHUMU3aLIMU NIOTEPh U YMEHBILIEHUSI PUCKA BO3HUKHOBEHHS MOBTOPHBIX MHIUAECHTOB
JIOJKHO OCYILECTBIIATHCS YIPABJICHNE HHIIMICHTAMH HH(OPMAIIMOHHON 0€30MaCHOCTH.

Jnst ynpaBieHHss MHOUIACHTAMH HH()OPMAIMOHHONH 0€30MacHOCTH JOJDKHA OBITh CO3/aHa
ClTy’kOa MOHHTOPWHTA M PEarupoBaHUs HAa MHIUACHTH MHPOPMALMOHHONW 0€30MAaCHOCTH, KOTOPas
MOCPE/ICTBOM KOMIUIEKCAa CPEICTB M MEPONPHIATHH misi cOopa W KOHCONMHMIAIHMHA WHGOpPMAIHU
00 MHIMAEHTAX pellaeT JaHHYI0 3a7ady. B OTHOIIEHMH Ka)XIOTO MPOW3OLISANIET0 WHIMICHTA
pabOTHHKaMU W3 CIYXObl MOHHUTOPHHIAa M pPEAarupoBaHUs HA WHIHUACHTH WH(POPMALMOHHOM
0€30MaCHOCTH JIOJDKEH BBINIOJHATHCS €r0 aHaiu3, U pa3zpaboTka 3(pPEeKTUBHBIX MEp pearupoBaHUS
Ha JAaHHBIN HHITUICHT.

AyauT cucTeMbl o0ecrieueHnsi HH(POPMALMOHHON 0e30acHOCTH

B nensix onenku Texyiiero ypoBHs uHpopManronHoi 6ezonacHoctu 'OV Ha perynsapuoit
OCHOBE JIOJDKEH IPOBOAUTHCS ayIUT MHPOPMALIMOHHOM O€30MacCHOCTH.

BHyTpeHnHue aynuThl JOJDKHBI BbINOJHATHCS paGoTHukamu ['BJIOY. B uymcno 3anauy,
pelIaeMbIX MY MPOBEIEHUU BHYTPEHHUX ayIUTOB NH(POPMAIIMOHHOMN 0€30MacHOCTH, BXOIAT:

cOOp M aHAJIMU3 HCXOJTHBIX JTAHHBIX OO0 OpraHM3allMOHHONW M (QPYHKIMOHAJIBHON CTPYKType
MH(OPMALMOHHBIX CUCTEM, HEOOXOAUMBIX JUISl OLEHKU COCTOSHUSI CUCTEMBI 3aIMThl UH(POPMAaIIHH;

aHAJIU3 YTBEPXKICHHBIX OPraHU3allMIOHHO-PACHOPSAUTEIbHBIX JIOKYMEHTOB IO 3allluTe
nH(pOpMaLUK HA TPEMET UX MOJTHOTHI U A3PPEKTUBHOCTH, a Takke (GOpMUPOBaHHE PEKOMEH AN
0 UX A0pabOTKe WK Pa3pabOTKH HOBBIX;

obocHoBaHMe (UHAHCOBOU A(P(HEKTHBHOCTH BHOBb MPHOOPETAEMBIX CPEICTB 3alllUThHI
nHpopMmaluu;

MpoBEepKa TMPaBUIBHOCTH BbIOOpa ¥ HACTPONKM CpPEACTB 3alUTHl  HMH(OpPMAIHH,
(dhopMHpoBaHKE MPEATIOKEHUHN IO UCIIOJIH30BAHUIO UMEIOIIMXCS CPEJCTB 3alUThl HH(OPMaLIUU IS
TIOBBIIICHUST YPOBHS HAIEKHOCTH B Oe30macHocTr nHpopmarmoHHsix cuctem ['BJI0Y;

aHaJIU3 OTYETOB [0 MPOU3ZOUIEAUINM HHUUJACHTaM HWHGOPMAIMOHHON 0e30MacHOCTH
U MPUHATBIM MEpaM MO UX Pa3pelICHHUIO.

IToBbImeHNe 0CBEIOMJIEHHOCTH PA0OTHUKOB

B pamkax opraHuzanuu = KOMIUIEKCHOTO MPOTUBOJEHUCTBUS yrpo3aM 0O€30MacHOCTH
nHpopManuu, wucXoaAmuM oT paboTHuKOB ['BJIOY nomkHa TOCTOSHHO IOBBIIIATHCS
UX OCBEJOMJIEHHOCTDH B 00J1aCTH 3aIIMThI HH()OPMALIUH.

[ToBeimenue ocsegomiieHHOCTH paboTHUKOB ['BJ/IOY ocymecTriseTcs:

no cyuiectByromuM B I'BJIOY oprannzannoHHO-paciopsiAUTENbHBIM JOKYMEHTAM;

no npumensieMbiM B 'B/IOY Mepam 3amutsl nHGopmanmu;

10 MPaBUIHLHOMY HUCIIOIB30BAHUIO CPEJCTB 3AIIUTH HHPOPMALIUH.

7 3AK/IIOYEHMHME

[Ipn u3MeHeHHM IEHCTBYIOIIEro 3akoHoAaTeldbcTBa Poccuiickoit denepanuu B oOnactu
3amuThl  MHQOpPMAlMKM, a TakXKe OPTraHU3alMOHHO-PACTIOPSIAUTENbHBIX J0KyMeHTOB [BAOY
Hacrosmas [lonmnTrka U U3MEHEHUs K HEW NPUMEHSIOTCS B 4YacTH, HE MPOTUBOpEYalleldl BHOBb
MPUHATBIM 3aKOHOJATENBHBIM U MHBIM HOPMAaTUBHBIM aKTaM, a TAKXX€ BHYTPEHHHUM JIOKyMEHTaM
I'bAOY.

Bce TpeGoBaHMs, YCTaHOBIIEHHBIE JEMCTBYIOUIUM 3aKOHOJATENbCTBOM  Poccuiickoii
®denepannu, MOJ3aKOHHBIMU aKTaMH M JIOTOBOPHBIMM OTHOLIEHUsAMH, a Takxke mnoaxon I'BJAOY
K 00ecleueHnI0 COOTBETCTBHUS 3TUM TPEOOBAHUSAM JIOJDKHBI OBITH SIBHBIM 00pa3oM OIPEJENICHBI,
JIOKYMEHTHUPOBAHBI U MOAJECPKUBATHCS B AKTyAJIbHOM COCTOSIHUH.

I'bIOY B  OpPUOPUTETHOM  HANpABIEHUU  JOJDKEH  pacCMaTpUBATBCS  MEPEXO]
Ha MPOrpaMMHOE o0ecrieueHrne OTeUYeCTBEHHOTO MPOU3BOIUTENS, BKIOUEHHOTO B €AMHBIN peecTp
POCCHIICKHX MPOrpaMM ISl SJIEKTPOHHBIX BBHIYMCIUTENBHBIX MAIIMH U 0a3 JaHHBIX. B ToMm uucie

17



[0 YacTU CEPBEPHOTO, KOMMYTAIIMOHHOTO OOOpYAOBaHUS M IMPOrpaMMHO-aNIapaTHBIX CPEICTB
BKJIFOYEHHBIX B EMHBIN peecTp pOCCUICKON paguodIEKTPOHHON IPOAYKIIMH.

IlepecmoTp © BHeceHME UW3MEHEHMHM B HacTosAuyr [lonMMTUKY OCYIIECTBIAIOTCA
Ha [IEPUOIUYECKON U BHEINIAHOBOM OCHOBE.

18



8 CIIMCOK UCHOJIb30BAHHBIX NCTOYHUKOB

1 ®epepanbubiii 3ak0H 0T 27.07.2006 Ne  149-®3 «O6 wundopmanmu, uHGOPMAITMOHHBIX
TEXHOJIOTHSX U O 3aIIUTEe UH(OPMAIHIY.

2 ®enepanphblif 3akoH 0T 06.04.2011 Ne 63-D3 «O6 311€KTPOHHOMN HOIHCH.

3 Ilocranosnenue IlpaButensctBa Poccuiickoit ®enepaunuum ot 16.04.2012 Ne 313
«O06 yrBepxaeHun [loyoxeHusI O TUIICH3UPOBAHUH JIEATEIFHOCTH 1O pa3padoTKe, MPOU3BOICTBY,
pacrpocTpaHeHHI0 MHU(POBATBHBIX (KPUNTOrpagUUECcKHX) CPEACTB, MHPOPMALUOHHBIX CUCTEM
U TEIEKOMMYHUKAIlMOHHBIX CHCTEM, 3allMLIEHHBIX C MCIOJIb30BAaHUEM IIH(PPOBAIBHBIX
(xpunTorpau4ecKux) CpPeACTB, BBHIIIOJHEHHIO pabOT, OKa3aHUIO yCIyr B oOmacTé mumdpoBaHUS
nH(popMalUY, TEXHHUYECKOMY OOCIYKMBAaHUIO HIM(PPOBAIBHBIX (KpUNTOrpapuuecKux) CpeaCTB,
MH(OPMALIMOHHBIX CUCTEM U TEJIEKOMMYHHKALMOHHBIX CHCTEM, 3AlUIIEHHBIX C UCIIOJIb30BAHUEM
muppoBaIbHBIX (KpUNTOrpadUyecKux) CpeAcTB (3a HCKIIOYEHHEM Cllydas, €CIId TEXHMUYECKOe
oOcnyxuBaHuEe MHU(QPOBATBHBIX (KpUNTOrpapUuecKux) CpeacTB, HH(POPMAIMOHHBIX CHCTEM
U TEJIEeKOMMYHHKAIMOHHBIX CHCTEM, 3alllMIICHHbIX C MHCIOJIb30BAaHUEM IIM(PPOBAIBHBIX
(kpunrorpauyecKknux) CpeAcTB, OCYIIECTBIAETCA s OOecreuyeHuss COOCTBEHHBIX HYXK]
FOPUAMYECKOTO JIMIA WIN UHIUBUAYAIBHOTO IPEINTPUHUMATETS )).

4 Tlocranosnenue IlpaBurenbctBa Poccuiickoit ®enepaumu ot 01.11.2012 Ne 1119
«O06 yTBepkAeHUH TpeOOBaHMI K 3alllUTe MEepCOHAIbHBIX MJaHHBIX MpU UX o00padoTke
B MH(OPMAIIMOHHBIX CUCTEMaX MEPCOHATBHBIX JAHHBIX).

5 Ilpukaz ®AIICU ot 13.06.2001 Ne 152 «O6 yrBepxkaenuun HWHCTpyKuu
00 opraHuzanuu U oOecrieueHuu OEe30TacCHOCTH XpaHEHUs, 00pabOTKH M Mepeiayd Mo KaHallaM
CBSI3M C HCIOJIb30BaHUEM CPEICTB KpHUMOTOrpaduyeckoil 3amuThl UHPOPMALMK C OTpaHUYEHHBIM
JIOCTYTIOM, HE COJEPIKAIllel CBEICHUH, COCTaBIAIONINX TOCYIAPCTBEHHYIO TaltHY».

6 Ilpukaz @OCBH Poccuum ot 09.02.2005 Ne 66 «0O06 yrBepxknaeHun IlomoxeHus
0 pa3paboTKe, MPOU3BOJICTBE, PEATH3aIlUN U SKCIUTyaTalluu MU(POBATBHBIX (KpUNTOTPAPUISCKUX)
cpencts 3anuthel nHGopMarmu (ITonoxenune [TK3-2005)».

7  Tlpukaz ®CTIOK Poccum ot 11.02.2013 Ne 17 «O06 yrBepkaeHUH TpeOOBaHMA O 3aIUTe
nH(pOpMAITUU, HE COCTABISIONICH TOCYIApCTBEHHYIO TalHY, COACP)KAIEHCS B TOCYIapCTBEHHBIX
MH()OPMALIMOHHBIX CUCTEMAX>.

8 IIpukaz ®CTIK Poccum ot 18.02.2013 Ne 21 «O0 yTBep:KACHHH COCTaBa U COJCPKAHMS
OpPraHU3allMOHHBIX U TEXHUYECKMX Mep MO O0eCle4YeHUI0 Oe30MaCHOCTH NEPCOHAIbHBIX JaHHBIX
pu ux o0paboTke B MHPOPMALMOHHBIX CUCTEMAX EPCOHAIBHBIX TAaHHBIX.

9 Ilpuka3z ®Cb Poccun ot 10.07.2014 Ne 378 «O0 yrBepxkaenun CoctaBa U coJep>KaHUs
OpPraHU3allMOHHBIX U TEXHUYECKHX Mep MO O0ECleYEeHUI0 OE30MaCHOCTH NEPCOHAIbHBIX JaHHBIX
npu ux o0paboTke B MH(OPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX JAaHHBIX C MCIOJb30BAaHUEM
CpeACTB  KpUNTOrpaduuecKkod 3amurbl HMHGOPMAIMM, HEOOXOAUMBIX JUIS  BBIIOJIHEHUS
ycraHoBieHHbIX [IpaBurensctBom Poccuiickoit denepanuu TpeGoBaHUM K 3alUTe MEPCOHATIBHBIX
JAHHBIX
JUISL KQXKJIOTO U3 YPOBHEH 3alIUIIICHHOCTHY.

10 TOCT P 51624-2000 «3amurta wuHbOpManuu. ABTOMAaTU3UPOBAHHBIE CHCTEMbI
B 3alUIEHHOM HcnoiHeHuu. O01mue TpeboBaHusD.

11 TOCT P 51898-2002 «AcnexTtsl 6e3onmacHocTu. [IpaBuia BKIIOYEHUS B CTAaHIAPTHI».

12 TOCT P 50.1.056-2005 «Texnuueckas 3amura HHPopManuu. OCHOBHBIE TEPMUHBI
U OIIPENIETICHUSD).

13 TOCT P NCO/M3K 27001-2006 «MupopmarimonHas TexHOJIOTHA. MeToIbl U CpeacTBa
6e3onmacHocTH. CUCTEMbI MEHEKMEHTa HH(POpPMaIMOHHON 6e30nacHoCTU. TpeboBaHMsD».

14 TOCT P 50922-2006 «3amuta napopmanuu. OCHOBHbIE TEPMUHBI U OTIPEICTCHUS.

15 TOCT P 51275-2006 «3aummra undopmaruu. OO0bekT uHPOpmaTtuzauuu. DaxTopsl,
BO3/IeHCcTBYIONINE HAa HHPopMaLuto. OOIIue MOI0KEHUS.

16 TOCT P MCO/MBK TO 13335-5-2006 «MupopmannoHHasi TexHOJIOTHS. MeTobl
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U cpeactBa obecrnieuenus 6ezomacHocTd. Yacth 5. PyKoBOJACTBO MO0 MEHEMKMEHTY 0€30TacHOCTH
CeTh.

17 TOCT P HCO/TO  13569-2007 «PunHaHCcOBBIE  yciayrd. PexomeHnmanuu
10 HHPOPMAITMOHHOM 0€30MTaCHOCTI.

18 TOCT P NCO/M3K 27005-2010 «MudopmarmonHas TeXHOIOTHS. METOIBI U CPEACTBA
obecrieyenns 6e30macHOCTH. MEeHEKMEHT prcka HH(POPMAITMOHHOM 0€301TacHOCTHY.

19 TOCT P NCO/M3K 27004-2021 «MudopmanmonHas TeXHOIOTHsA. METOIBI U CPENICTBA
obecrieyenns OezomacHOCTH. MeHEMKMEHT HH(OpPMaMoOHHOW Oe30omacHOCTH. MOHUTOPHHT,
OIICHKA 3aIIMIIICHHOCTH, aHAIN3 U OLICHUBAHHE».

20 T'OCT P 51897-2021 «MeHemKMeHT pucka. TepMUHBI U ONIPEACIICHUSY.

21 TOCT P 52069.0-2013 «3amura wuapopmanuu. Cucrema craHgaptoB. OCHOBHBIC
TTOJIOXKEHUSD).

22 Konuenuus MH(OPMALIMOHHON Oe3omacHoCTH HCIIOJTHUTEIIBHBIX OpraHoB
rocynapctseHHoi Biaactu Cankr-IlerepOypra ot 20.02.2023.
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