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AyTtenTudukanus

bezonacHocts nHGpOpMALIUU

I'ocynapcrBennas
nH(popMaImoHHasl cucTemMa

Hoctyn k nndopmanuu
JoctynHocTh

3amuTa nHpOpMaUU
OT HECAaHKIIMOHNPOBAHHOTO
JocTyna

3ammiaemast HHGpOpMaIus

Wnentuduxarnus

WNupopmarimonnas cucrema

NHudopmaninonHbie pecypcebl

WnpopmannoHHble
TEXHOJIOTUH

Nudopmarus

Kontponupyemas 30Ha

KonduaennuanbHOCTH

O06paboTKa nepcoHABHBIX

TEPMUWHBI U OITPEJEJEHUA

JelicTBusi 1O TpPOBEpPKE TMOIMHHOCTH CyOBEKTa JOCTyIia
B MH(OPMAIIMOHHOI cucTeMe

CocrosiHME — 3alIMIIEHHOCTH  WHGOpPMAlMM, IPU KOTOPOM
obecriedeHbl  e€e  KOH(QUWACHIIMAILHOCTh,  JTOCTYITHOCTB
U 1IEJIOCTHOCTD

HNudopmarimonHas cuctema, co3aaBaemasi B IENSIX pealu3aiiu
TIOJTHOM OYHH rOCYAapCTBEHHBIX OpTaHoOB
u obecneyeHuss oOMeHa wuHpopMmanuendn MeXAy OJTHUMH
OpraHaMH, a TaKXe B WHBIX YCTaHOBIEHHBIX (penepalbHbIMU
3aKOHAMH TEJISIX

Bo3MoXHOCTB monydeHust HHPOpMAILUK U €€ UCTIONb30BaHU
CocrosiHue HHGMOpPMAIMK, XapaKTEPU3yeMoe CIIOCOOHOCTHIO
TEXHUYECKUX CPEICTB H HWH(POPMAIIMOHHBIX TEXHOJOTUH
oOecrieunBaTh OECMPENATCTBEHHBIA JOCTYNT K HWHMOpMaIu
CyOBEKTOB, UMEIOLIUX Ha 3TO MOTHOMOYHUS

3ammra wuHOpManMM, HaNpaBlieHHas Ha NPEIOTBpAIICHUE
MOJTyYeHUs 3aluinaeMoil MH(OpPMalUK 3aUHTEPECOBAHHBIMU
CyOBbeKTaMH C HapyIIEHHEM YCTaHOBJIEHHBIX HOPMATHBHBIMH
W TPABOBBIMH JOKYMEHTaMHU (aKTaMu) WJIH 00JaiaTeasiMu
uH(pOpMAIIMU TIpaB WM TPABWI pasTPaHUUYCHUS JOCTYyIa
K 3alUIIaeMoi uHpopMauu

Wndopmanus, sABASOmAsCS NPEIMETOM  COOCTBEHHOCTH
U TO/JIeKAIasl 3alluTe B COOTBETCTBHH C TpPeOOBaHHSIMHU
MPABOBBIX JTOKYMEHTOB W TpeOOBaHUIIMH,
yCTaHABIMBAaEMbIMUA COOCTBEHHUKOM MH(MOPMAIUU
[IpucBoenue cyobekTaM U 00bEKTaM JOCTyIa UICHTU(PUKATOPA
U (WIM) CpaBHEHHE NPEABABISIEMOr0  HIACHTU(DHUKATOpa
C TIepeYHEeM MPUCBOCHHBIX UACHTU(PUKATOPOB

COBOKYNHOCTh cojiepxalieiics B 0a3zax JaHHBIX MH(pOpMalUH
u o0ecrieynBalOIMX ee  o0paboTky  MH(MOPMAIMOHHBIX
TEXHOJIOTHI U TEXHUUYECKUX CPEJICTB

OTaenbHBIC TOKYMEHTHI W OTJEIbHBIC MAaCCUBHI JOKYMEHTOB,
JOKYMEHTBl U  MAacCUBBI  JOKYMEHTOB,  COJEpKalluecs
B UHPOPMAIIMOHHBIX ~ cHucTeMax (OuOIMoOTeKax, apXxuBax,
doHmax, 6aHKax NaHHBIX, MHOOPMAIMOHHBIX CUCTEMAX JPYTUX
BH/IOB)

[Iponecchl, MeTonsl Mmoucka, cOopa, XpaHEHHUs, 00pabOTKH,
NPEIOCTABICHHS, PACIPOCTPAHEHUS MH(POPMAIMK U CIOCOOBI
OCYIIECTBIICHHSI TAKUX MTPOIIECCOB U METOIOB

CBeneHnus (cooOmmeHus, JTAHHBIC) HE3aBUCUMO
oT (hOPMBI KX TIPEIICTABJICHUS

[IpoctpancTtBo  (TeppuTopus, 3[IaHHWE, YacTh  3/aHHS),
B KOTOPOM HCKJIIOYEHO HEKOHTPOJIHpyeMoe MpeObIBaHUE IHII,
HE HMEIOIIMX IIOCTOSHHOTO WM  Pa3oBOr0  JIOMYCKa,
Y TIOCTOPOHHHX TPAHCIIOPTHBIX CPEJICTB

OO6s3aTenbHOE A1 BBIMTOMHEHUS JTUIOM, MOJYYUBIIUM JOCTYI
K OmpeneNeHHON wuH(opMaluu, TpeboBaHWE HE TepeaaBaTh
TaKkylo MH(GOpPMAMIO TPEThUM JIMIAM  0e3  CorJjiacHs
ee oOazgaress

JleticTBus (oneparyu) ¢ MepCOHANBHBIMHU JIaHHBIMH, BKIIOYAs

JIOKYMEHT MOZMUCAH SMEKTPOHHOM MOAMUCHIO
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JaHHBIX

Omnepatop

HepCOHaJ'IBHBIC JaHHBIC

VYrpo3za 6e3omacHocTi
nH(pOpMaIUn

Y a3BUMOCTE

IlenocTHOCTD

cOop, cUCTeMaTH3aIMIo, HAKOIUICHHE, XpaHEHWE, yTOUYHCHHE
(oObHOBNIEHUE, U3MEHEHHE), UCIOIb30BaHUE, PACIPOCTPAHEHUE
(BTOM uymcne mepemady), oOe3TMYMBaHHE, OJOKHPOBAHUE,
YHHUYTOKEHHUE TIEPCOHABHBIX JaHHBIX

TpaXIaHWH WM FOPUANYECKOE JIUIO, OCYIICCTBIISFOIINE
JEeSTENbHOCTh 10 IKCIUTyaTallui WH(POPMAIMOHHOW CHCTEMBI,
B TOM uucie 1o obOpaboTke uHGOpPMAIUH, COIEpKaIIeHCs
B ee 0azax JaHHBIX

JIrobast mHpOpMaIUs, OTHOCSIIAACA K TPSIMO HIJIM KOCBEHHO
OIPEICIIEHHOMY WJIM OINpesiesieMoMY (GU3UUECKOMY JIUILY

COBOKYNMHOCTh ~ YCIIOBHH W (PaKTOpOB,  CO3JAIOIIUX
NOTCHIUATbHYIO WIn peanbHO CYLIECTBYIOILYIO
OIaCHOCTb, CBSI3aHHYIO c YTEUKOU uHpopmanuu

W/WIIN HECAaHKIIMOHUPOBAHHBIMHA H/MJIM  HETIpeTHAMEPEHHBIMH
BO3IEHCTBUSIMH Ha HEE

HenocraTox (cmaboctp) IIPOrpaMMHOI 0
(porpaMMHO-TEXHHUYECKOT0) CPEACTBA MM WHPOPMALIMOHHOM
CUCTEMBI B II€JIOM, KOTOPBIA (KOTOpasi) MOXeT ObITh
UCMOJIb30BaHa I peaju3alMu  yrpo3  0e30macHOCTH
uH(pOpMaITII

YcroitunBocTh  MH(QOpMalMM K HECAaHKIHOHHPOBAHHOMY
WIN CllydyailHOMY BO3€MCTBUIO Ha Hee B mpolecce o0padoTku
TEXHUUYECKUMHU CPEICTBAMH, pPE3YJIbTATOM KOTOPOI'O MOXKET
ObITh YHUUTOXKEHHUE U UCKaXEHHE HHPOpMaLuu

JIOKYMEHT MOZMUCAH SMEKTPOHHOM MOAMUCHIO

rOCYAAPCTBEHHOE BHO/DKETHOE [10LLKOJIbHOE OBPA3SOBATEJIbHOE 01.11.24 16:06 (MSK) CepTudmkat AA34ED487920117F17CD835BECB20B39
YYPEXXAEHWE NETCKUN CA] N2 45 KOMBMHMPOBAHHOIO BUAA
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3ABE/IYIOLLIMI




OBO3HAYEHUA U COKPAIIIEHUSA

T'OCTP — Tl'ocynapctBennsiii crangapt Poccuniickoit @enepanuu

[TonmuTuka — Ilonutuka uHpopmannonnoit 6e3onacnoctu I'BJIOY nerckuit can
Ne 45 TIpumopckoro paiiona Cankt-IleTepOypra

I'A0Y — I'bAOY

®Cb Poccun — @DenepanpHas cayx0a 6e3onacHocTr Poccuiickoit deneparyn

OCTIK Poccun — @DepnepanpHas cayk0a M0 TEXHUYECKOMY U IKCITOPTHOMY KOHTPOJIIO

JIOKYMEHT MOZMUCAH SMEKTPOHHOM MOAMUCHIO

rOCYAAPCTBEHHOE BHO)KETHOE OLLKOJ/IbHOE OEPA30OBATEJ/IbHOE 01.11.24 16:06 (MSK) Ceptudukat AA34ED487920117F17CD83SBECBZO§89
YYPEXXAEHWUE AETCKWIA CAQA N2 45 KOMBMHUPOBAHHOIO BUAA

MPUMOPCKOIO PAMOHA CAHKT-NETEPBYPIA, Cniuak Enera OmutpuesHa,

3ABE/IYIOLLIMI




1 OBIIME IMOJIOKEHUSA

Hacrosmas [Tonutuka siBnsieTcsi JOKYMEHTOM, ONpPEENIONIMM HallPaBIIEHUs JesITeTbHOCTU
B obOmactu  oOecrieueHuss HMHGPOPMAIMOHHOM  OE30MacHOCTH M MPEJCTaBIsAET  COOOM
CUCTEMAaTU3UPOBAHHOE M3IIOKEHHUE LIeel U 3a1ad NH()OPMAIIMOHHON 0€30MacHOCTH, KaK OJTHO WU
HECKOJILKO TIPaBWJI, MPOIEAYP, MPAKTHUYECKUX MPUEMOB U PYKOBOSAIIUX MPUHIIMIIOB, KOTOPHIMHU
pykoBoactByercsi I'BJIOY nmerckumii cag Ne 45 TIpumopckoro paiiona Cankt-IlerepOypra (nanee —
I'BAOY), a Takke OpraHU3alMOHHBIX, TEXHOJIOTUYECKUX U MPOLEAYPHBIX aCIEeKTOB OOecreueHus
MH(}OpMaIMOHHON 0€30MaCHOCTH.

[Monoxkenus  Hacrosmie  [lomuTuku  He  pacmpocTpaHsiloTcss Ha — o0OecredeHue
nH(popMaImoHHON 6€30MaCHOCTH CBEJICHH, COCTABIISIONINX TOCYIApCTBEHHYIO TaliHY.

OcHoBHOI 3amadeit B obOmactu wuHPopManuoHHOM Oe3zonmacHoctTn ['BJIOY mnpusnaer
COBEPIICHCTBOBAHME MEp M CpEACTB oOecmedeHus 3aliuThl HHpopManuu uHGOPMAIMOHHBIX
pecypcoB B KOHTEKCTE pa3BUTHS 3akoHogaTenbcTBa Poccuiickoit @Peaepaunui U HOPM
peryiupoBanusi MHGOPMAIMOHHOW JEATEIBHOCTH B TEKYIIMX YCIOBUAX (YHKIIMOHUPOBAHHUS
WH(POPMAITTOHHOTO TIOJIS.

[Tpu pa3paborke [TonuTHKKM yUYUTHIBAIMCH OCHOBHBIC MPUHIIUIIBI CO3/IaHUS CHCTEM 3alUThI
nH(popMaIMy,  XapaKTePUCTHKA HW  BO3MOXKHOCTH  OPTaHW3ANMOHHO-TEXHUYECKUX  Mep
Y COBPEMEHHBIX MPOrpaMMHBIX U allllapaTHO-MPOrpaMMHBIX CPEJCTB 3aIUThl HH(POpMALIUHU.

B pamkax cBoeil nestenbHoctr 'BJIOY 00s3yercs npeanpuHUMaTh BCe BO3MOXKHbBIE MEpPbI
JUTSL 3aIIUTHI UHPOPMALIUU OT YIpo3 0€30macHOCTH HHPOPMAITHH.

TpeboBanus wWHPOPMAITMOHHOW OE30MACHOCTH, COOTBETCTBYIOT IEJIAM JIEATEIbLHOCTH
I'BAOY u npenHa3zHavyeHbI A7l CHUKEHHS PUCKOB, CBSI3aHHBIX C peajn3aiueil yrpo3 6e30macHocTu
nH(pOpPMaLIUH.

[Tomutuka gocrynHa Bcem padotHukaM ['b/IOY u Bcem monb30oBaTensiM ero pecypcos.

2 IEJH 1 3AJJAYY OBECHEYEHUSA TH®OPMAIIMOHHON BE3OIMMACHOCTH

Cy0bexkTbl HHPOPMALIMOHHBINH OTHOLCHHUH

CybObexramu nipu odecrieueHun nHopmarmonHon 6ezonacuoctu B 'BJIOY sBstores:

PabOTHUKHU CTPYKTYPHBIX MOpa3ieieHH (B TOM YUCIE YBOJIEHHbBIE);

rpaxaaHe, paboTaroue 1Mo J10roBopaM rpak JaHCKO-IIPaBOBOI'0 XapaKTepa;

¢u3znueckue muIA, MNPEICTABUTEIN KOHTPAr€HTOB B pPaMKax HCIOJHEHUS JIOTOBOPHBIX
00s13aTENbCTB;

¢busnueckue nuna, nojasire oopamenue B aapec ' bIOY;

IOpUAMYECKUE JIUIA, B PaMKaX HCIIOJIHEHUS JIOTOBOPHBIX 0053aTENbCTB UM BO UCIOIHEHUU
TpeOOBaHMIT CO CTOPOHBI 3aKOHOAaTeNbCcTBA Poccuiickoit denepanun;

OpraHbl FOCYJapCTBEHHOM BJIACTH.

O0bexTbl THGPOPMALMOHHBIX OTHOIIEHHUH

O6bexkTaMu HH(GOPMAITMOHHBIX OTHOLICHHH SIBIISIOTCS:

uHpopmanmonnsie pecypcsl 'BJIOY;

rOCyJapCTBeHHbIE  MH(POpPMalMOHHbIE cucTeMbl  OmeparopoM  KOTOPBIX  SIBJISETCS
I'AOY;

nporeccel  0o0paGotku  mHbopmanuu B MHPOpManuoHHBIX  cuctemax ['BJIOY,
WH(POPMALMOHHBIE TEXHOJOTHH, pEriJaMeHThl W Mpoueaypsl cOopa, 00paOOTKH, XpaHEHUS
U nepenadr uHhopMaIuu;

uHdopManmoHHasi HUH(PACTPYKTypa, BKIIOYAIOIIAs CUCTEeMbl O00pabOTKH, XpaHEHUS
U aHajM3a UH(OpMAIMH, IPOrPaMMHBIE U POTrPaMMHO-AMapaTHbIE CPEJICTBA, B TOM YHCIIE KaHAJIBI
CBSI3U U TEJIEKOMMYHUKALIUH;

CUCTEMBI U CPEJICTBA 3aIUThl HH(OPMAIIUU, OOBEKTHl U TTIOMEUICHHS, B KOTOPBIX Pa3MeIIeHBI
cpezacTBa 00paboTKU MHPOPMAIIUH.

enau obecneyenust UHGpoOPMAIUOHHO 0€30MACHOCTH

OcHOBHOM 1enbi0  obectieuenus wHpopMannoHHor OeszonacHoctd I'BAOY  ssustorcs

JIOKYMEHT MOZMUCAH SMEKTPOHHOM MOAMUCHIO
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JICWCTBUSI HANpaBJICHHBIC HA JOCTIKEHHE 3alIUThl CYOBEKTOB MH()OPMAIIMOHHBIX OTHOIIECHHHA OT
BO3MOXKHOI'O HAHECEHMsI MM MaTepHalIbHOTO, (U3MYECKOro, MOPAJbHOTO MWJIM HHOro yuepoa,
MOCPEJICTBOM  CIy4YalHOrO  WJIM  IpeJHAMEPEeHHOro  BO3JCHCTBUA HAa  HMH(OpMAIUIO,
B TOM YHCIIE:

obecrieueHus OTKa30yCTOWYUBOTO (yHKIMOHUPOBAHUS MIPOrPaMMHBIX
U annapatHo-nporpaMMHusbIx cpeactB I'B/IOY u npenocraBisieMbIX CEpBUCOB;

COOJIIOZICHHUS TPAaBOBOI'O0 pPEXHMa HCIIOIb30BAaHUS MAcCCHBOB M CPEACTB  00pabOTKH
nHpopMaiuu;

NPEJOTBPALlEHUsT pealnu3allud Yrpo3 0e30macHOCTH HH(OpMalMKM HpPU  OCYIIECTBICHUU
nesreasnoctd 'BOY.

3agauu obecnevyeHus: HH(POPMALHMOHHOI 0e30NACHOCTH

Joctrxenue nenei odecrnieyeHns WH(GOPMALMOHHON 0€30MacHOCTH U CBOWCTB MH(OpMAaIHH,
B I'BJIOY pemaercs cielyronumMu 3a1a4aMu:

3aIUTHl OT HECAaHKIIMOHUPOBAHHOI'O JOCTYTA K UH(POPMAIIMOHHBIM PECYpcaM;

pasrpaHMUYeHMsI JOCTYIa MoJIb30BaTeNnel K MH(QOPMaMOHHBIM, allapaTHbIM, IPOrPAMMHBIM
U MHBIM pecypcam;

perucTpalMi M TEpUOJUYECKOr0 KOHTPOJS JeHCTBUH TmoJb3oBaTenell mnpu o0paboTke
3anuIaeMoi nHdopMaly ¥ NepUOJUUECKII KOHTPOJIb KOPPEKTHOCTU UX ACHCTBHI;

KOHTpOJISI LIEJIOCTHOCTH CPEAbl MCIIOJIHEHMsI MpPOrpaMM M €€ BOCCTaHOBJIEHUE B Cllydae
HapyIICHUS;

obecrieueHuss ayTeHTU(UKAUM W MJICHTU(UKALUU  [OJb30BaTeNel, y4acTBYIOLIUX
B MH(POPMALMOHHOM OOMEHE;

obecrieueHus HCIIPAaBHOCTH MIPUMEHSIEMBIX B MH(}OPMaIIMOHHBIX CUCTEMAaX
I'BJIOY cpeact 3anmuThl HHGOPMAIIUH;

CBOEBPEMEHHOI'0 BBISIBJIGHUE MCTOYHHKOB YIpo3 0e30MacHOCTH HH(OpMaIH, HTPUYHH
U YCIOBHMH, CIOCOOCTBYIOIIMX  HAHECEHHIO  yliepda  3alMHTEPECOBAHHBIM  CyObeKTaM
MH(GOPMALMOHHBIX OTHOIIEHUH;

CO3JITaHMEM CITy’KObI MOHMTOPUHIA M pearupoBaHUs Ha yrpo3bl 0€30MacHOCTH MH(OpMaILUU
U HEraTUBHBIE MOCIJIEJCTBUS,

CO3JITaHMEM YCIIOBHMH JUIi MUHUMH3AIMM HAHOCUMOT'O ylliepOa HelpaBOMEPHBIMU JEHCTBUSAMM,
U yCTpaHEHHE MOCIEICTBHI HapyleHus nH(opMamoHHo# 6e3omacHocty B I'B/IOY.

Pemenue Boienepeurciaennsix 3a1a4 B I'BJIOY ocymiecTisiercs mocpeacTBoM:

yueTa Bcex MOUIekKaIUX 3alUTe HHPOPMALMOHHBIX PECYPCOB;

KYpHAIMPOBaHUs NEHCTBUI MEPCOHANA, OCYIIECTBISAIONIEr0 00CTyKMUBaHNE U MOIU(DUKAITUIO
MIPOrPaMMHBIX M ITPOrPAMMHO-AIIAPATHBIX CPENICTB HH(POPMAIIIOHHBIX CUCTEM,;

periiaMeHTallu TpoleccoB 00paboTku wHbopmaruu, aeicTBuii pabdorHukoB ['BJIOY,
OCYILECTBISIONIMX JKCILTyaTallM0 MPOrPpaMMHBIX M NPOrpaMMHO-aNNapaTHBIX CPEJCTB, HA OCHOBE
YTBEPKJICHHBIX OpTraHU3aIIMOHHO-PACTIOPSIUTENLHBIX IOKYMEHTOB TI0 3alIMTe HH(POpMaInH;

Ha3HA4YEHUs U MOJATrOTOBKOM pabOTHUKOB, OTBETCTBEHHBIX 3a OPraHU3alMIO U OCYLIECTBICHHE
MeponpusATHii o obecnieueHuo nHpopManroHHoi 6e3onacHoct B 'BJIOY;

HAQJICIEHUsI KaXAOro padOTHUKA MHHHMAJIbHO HEOOXOJMMBIMU TIpaBaMH Tpu pabore
B MH(POPMALMOHHON MH(PPACTPYKTYpPE COMIACHO MX JOJKHOCTHBIM O0SI3aHHOCTSIM;

COOJI0ZICHNS BCeMU paOOTHHUKAMH, SKCIUTYaTHPYIOUTUMH U 00CITY>KUBAIOLUIMMHU MPOrPaMMHbBIE
U OporpaMMHO-ammapaTtHble  CpelICTBa, TPeOOBAaHMN  OpPraHU3ALMOHHO-PACHIOPSIUTEIbHBIX
JIOKYMEHTOB T10 BOITpOcaM oOecriedeHus: HH(OpMaIMOHHON 0€30MacHOCTH;

MEPCOHAIBHOM OTBETCTBEHHOCTHIO KaKJIOr0 paOOTHHKA 332 CBOM JAEUCTBUS, y4acCTBYIOLIEIO
B paMKaX CBOMX (PYHKIMOHAIBHBIX OOS3aHHOCTEH B IpOIEccaX aBTOMATH3MPOBAHHOW 00pabOTKH
MH(GOPMALUU ¥ UMEIOIIETr0 AOCTYII K pecypcaM HH()POPMAIIMOHHBIX CUCTEM;

peanu3anyell TEeXHOJOTMYECKUX IPOLEcCOB 00paboTku MHGPOPMALUU C HCIOJIB30BAaHUEM
KOMIUIEKCOB ~ OpPraHM3allMOHHO-TEXHUYECKUX MEp 3allUThl IPOrpaMMHOro  oOecreuyeHus,
MIPOrpaMMHO-alapaTHBIX CPECTB;

TIPUHATHA VMGE 110  OOCCIICUCHUIO Ci)HBPI‘-ICCKOfI MEIOCTHOCTH TMPOrpaMMHO-AIIIapaTHBIX
AOKYMEHT MOAMUCAH 3NEKTPOHHOW MOANNCHIO

rOCYAAPCTBEHHOE BHODKETHOE 1OLLKOJIbHOE OBPA30BATEJIbHOE 01.11.24 16:06 (MSK) CepTudukat AA34ED487920117F17CD83SBECB20389
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cpeacTB MH(POPMALMOHHBIX CHCTEM H MOAJCPKAHMEM HEOOXOIMMOrO YPOBHS 3allUIIEHHOCTH
KOMIIOHEHTOB;

UCIOJIb30BaHUSI MPOTPAMMHBIX M IPOrPaMMHO-AINAPATHBIX CPEACTB 3alUThl MH(OPMALUU
obpabareiBaeMoM B 'BJIOY u anMUHHCTPAaTUBHON TOAJIEPKKOM UX UCTIONb30BAHUS,

KOHTpOJIE ~ COONIOJICHUS]  TOJNb30BaTeNsIMU  HMH()OPMALIMOHHBIX  CHUCTEM  TpeOoBaHUI
o obecreyeHno HHHOPMAIMOHHOM 0€30MaCHOCTH;

npoBeieHus aHanm3a 3(p(PEKTUBHOCTH MPUHATHIX MEpP 3alUTHl HHPOPMAIIUH U MTPHUMEHSIEMBIX
cpencts 3amuThl uHPopmanuu B I'BJIOY;

pa3paboTKu M peanu3ali IpeUIOKEHUH 10 COBEpIICHCTBOBAHUIO CHCTEM 3alllUThI
unpopmanuu B I'BJIOVY.

3 MPUHIMIIBI OGECIEYEHUA HH®OPMAIIMOHHOMN BE3OITACHOCTH

Obecneuenre MH(POPMALMOHHON 0€30MaCHOCTH, JOMKHO OCYLIECTBISATHCS B COOTBETCTBUU
CO CJIEIYIOIIMMH OCHOBHBIMH NPUHLIUIIAMHU!

IIpuHUMN 3aKOHHOCTH

[Ipu BBIOOpE MeponmpUATHN TO 3aIIUTe UHPOPMAIUH, JOKHO COOMI0OIAThCs IeHCTBYIONIEEe
3akoHOJaTenbcTBO Poccuiickoit denepannu B chepe 3amuThl HHPOPMALIUH.

Bce paOoTHMKHM JOMKHBI UMETh IMPEACTaBICHHE 00 OTBETCTBEHHOCTH 3a IPAaBOHAPYIIEHHS
B cdepe 3amuThl uHGopManuu. [IporpammHo-anmapatHeie cpeacTBa, npuMensembie B I'BI0Y,
JOJDKHBI UMETh COOTBETCTBYIOIIME JIMIIEH3UH, O(QULHUAIBHO MPHUOOPETAaThCs y MpelCTaBUTENEH
pa3paboOTUMKOB ATUX CPEIICTB WIIH SBIATHCSA UHTECILICKTyanbHOU cobcTBeHHOCTRIO ['BJIOY.

IIpyuHOMI CHCTEMHOCTH

[Ipu co3naHuM CUCTEMBbI 3aILUTHI JODKHBI YUUTHIBATHCS aKTyalbHbIE YTpO3bl 0€30MacHOCTH
nH(POPMALlUU, BO3MOXKHBIE OOBEKTHI M HAIPABICHHWS aTak Ha HEE CO CTOPOHBI HapyIIUTEJCH.
Cucrema 3alIUThl JOJKHA CTPOUTHCA C YYETOM HE TOJNBKO HW3BECTHBIX KAaHAJIOB YTEUKU
nH(pOPMALMU, HO U C YYETOM BO3MOXKHOCTH IOSIBICHHMSI HOBBIX YS3BUMOCTEH B NPOrpaMMHOM
obecrie4eHnu.

IIpuHI U KOMILIEKCHOCTH

KommuiekcHoe MCToap30BaHUE CPEACTB 3aIIUTHI HHPOPMAIIMH MPEANONIaracT COrJacoOBaHHOE
MIPUMEHEHHE TPU MOCTPOEHUH LIEITOCTHON CUCTEMBI 3alUThI, IEPEKPHIBAIOIIEH BCE CYIIECTBEHHbBIE
yrpo3bl OezonacHOCTH HMH(OpManuu. 3ammMra J0JKHA CTPOUTHCS SlIeToHHpoBaHo. Dusnueckas
3aIuTa I0JKHA 00eCcTeunBaThCsl (GPU3MUECKUMU CPEICTBAMU M OPraHU3alMOHHBIMU MEPaMHU.

[Tpu mocTpoeHnu, BHEAPEHUH U HKCIUTyaTallid CUCTEMBI 3alIUThl HH(OPMAIUK PYKOBOJICTBO
I'BAOY ob6ecnieunBaer ycinoBuss s 3((EKTUBHON KOOpAMHAIMKM JEHCTBHM BCeX JIMIL,
o0ecreynBarIX HHPOPMAITMOHHYIO 0€30MacHOCTD.

IIpuHIUI CBOEBPEMEHHOCTH

Pa3paborka cuctemsl 3amMThl UHPOPMALMK JOHKHA BECTUCH MapajlielbHO C pa3paboTKoil
U UHQOpPMAIMOHHOM  CUCTeMBl. ITO TO3BOJUT  y4ecTb TpeOoBaHHUA  O€30MaCHOCTH
IpU TPOCKTUPOBAHMM AapXUTEKTyphl M, B KOHEUYHOM cueTe, co3farh Oonee 3¢ eKTHBHBIC
MH(}OpMaIMOHHBIE CUCTEMBI, 00JIaJJat0IINE JOCTATOUHBIM YPOBHEM 3alUIIIEHHOCTH.

IIpuHUMN TpeeMCTBEHHOCTH

[TocTosiHHOE COBEPIIEHCTBOBAHUE MEpP M CPEACTB 3allUThl HMH(OpMAlMM Ha OCHOBE
MIPEEMCTBEHHOCTH OpPTraHU3allMOHHBIX W TEXHUYECKUX PEIIECHUH, KaJpOBOr0 COCTaBa, aHaIM3a
(GyHKIIMOHUPOBAaHUS MHGOPMAILIMOHHBIX CHCTEM U CHCTEMBl €€ 3allUThl C Y4€TOM H3MEHEHUIl
B METOJaX M CpeAcTBax IepexBaTta HH(POpPMAllMM, HOPMATUBHBIX TpeOOBaHUU IO 3aIIUTE
nH(pOpMaLUH.

IIpyuHIUN 10CTATOYHOCTH

CooTBeTcTBUE YPOBHS 3aTpaT Ha obecrneueHne nHHOpPMAIIMOHHONH 0€30MacCHOCTH U IIEHHOCTH
WH(POPMALMOHHBIX PECypCcOB Ha BEJIMYMHY BO3MOXKHOTO ymepda OT UuX pasrialieHus,
YHUUTOKEHUSI U UCKakeHus. Vcrnonbp3yemble Mephl U CPeICTBA 3allUThl HH()OPMALIUK HE JOJKHBI
yXyAIIaTh 3PrOHOMHUYECKHE TTOKA3aTeN KOMITIOHEHTOB HH(OPMAITMOHHBIX CUCTEM.

IpuHUUD 0TBETCTBEHHOCTH
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BosnoxeHue OTBETCTBEHHOCTH 3a oOecriedeHrne 0e30macHoCTH HHPOopMaIuu u ee 00padoTku
Ha KaXJ0ro padOTHHKA B TIpeAenax ero IMOJHOMOUYWH. B COOTBETCTBHM C 3THM NPHHIIAIIOM
pacrnpeneneHie mpaB U 00S3aHHOCTEH PaOOTHUKOB CTPOHMTCS TaKMM OOpa3oM, 4TOOBI B ciy4ae
Ar000r0 HapyIIeHUs OblI U3BECTEH HAPYLIUTEb.

IpuHuun 060CHOBAHHOCTH M TEXHHYECKOH pean3yeMoCcTH

WudopmannoHHbIe TEXHOIOTUH, IIPOrPaMMHBIE U TPOTPaMMHO-aIapaTHbIE CPECTBA, MEPHI
3alMThl UHPOPMALMU JIOJDKHBI OBITh PEaTM30BaHbI 10 COBPEMEHHBIM DPELICHUSM, OOOCHOBAHBI
C TOYKH 3pEHHsSI TOCTM)KEHUS 33JaHHOTO YPOBHS 3alIWIIEHHOCTH WH(POPMAIMKA U YKOHOMHUYECKON
[eNIeCOO0pPa3sHOCTH, a TaKKe COOTBETCTBOBATh YCTAHOBJICHHBIM HOpPMaMmM M  TpeOOBaHUAM
1o 6e30MacHOCTH WH(POPMALIUH.

IIpunuun npogeccuonaanzma

Peanmuzanus mep 3amuThl MHGOpMAaMU M SKCIUTyaTalMs CPEACTB 3alIUTHl WHQOpMAIUu
JIOJDKHA OCYIIECTBIISTHCS MPOPEeCCHOHATBHBIMH CIICIIUATUCTAMHU.

[IpuBnedeHue criennaNU3UPOBAHHBIX OpPTraHU3AIMA K pa3paboTKe CPEACTB U pean3aluil Mep
3amuTHl MHPOPMALIUH, TTOATOTOBICHHBIX K KOHKPETHOMY BHJy NEATEIFHOCTH IO OOECIIeYEHHUIO
6e30macHOCTH MH(GOPMALIMOHHBIX PECYPCOB, UMEIOLINX OIBIT MPAKTUYECKOH pabOThl U JIMLIEH3UN
Ha MPaBO OKA3aHMS YCIYT B 3TOH 00JIACTH.

IIpuHUMN MUHUMM3AIUU IPUBUJIET U MOJIb30BaTe el

ObecnieueHne nosb30BaTeNeH MPUBHIETUIMUA MUHUMAIbHO JOCTATOUYHBIMHU JUISI BBITTOJTHEHUS
UMM CBOUX JOJDKHOCTHBIX o0si3anHOCTEH B ['BIOY.

4 OCHOBHBIE TPEBOBAHMUS 11O 3AINUTE UH®OPMALIUHN
OI'PAHUYEHHOI'O JOCTYIIA

Cuctema 3amuThl WHGOPMALMU JOJDKHA IPEIyCMaTPUBATh KOMIUIEKC OpPraHM3allMOHHBIX,
MPOrPaMMHBIX M MPOrPaMMHO-AINAPaTHBIX CPEICTB U Mep IO 3aluTe MH(OpMaluu B IMpolecce
ee 00paboTKH.

Brimonnenue TpeOoBaHUN AOCTUTAETCS 3a CUET peanu3alii Ha 00beKTax MH(opMaTH3anuu
Mep 0 3aIuTe UHPOPMAIIUH:

UICHTU(PUKAIMY U ayTeHTU(QUKAUKU CYOBEKTOB OCTYIA U OObEKTOB JOCTYIIA;

YIIPaBIICHHUIO 10CTYIIOM CYOBEKTOB JJOCTYIA K 0ObEKTaM JI0CTYIIa;

OrpPaHUYEHUIO IPOrPAMMHOMN CPEJIbI;

3alUTe MAITMHHBIX HOCUTENEH epPCOHABHBIX TaHHBIX;

perucTpanuu coobITHI 6e30MacHOCTH;

AHTUBHMPYCHOU 3aILNTE;

O00HAPYKEHHUIO BTOP)KEHUI;

KOHTPOJIO (QaHAJU3Y) 3aIMIIEHHOCTH NePCOHAIBHBIX IaHHBIX;

00ecIe4eHH 0 1IeTOCTHOCTH HH(POPMAITMOHHON CHCTEMBI M IIEPCOHATIBHBIX JaHHBIX;

00eCreueHuI0 JOCTYITHOCTH MEPCOHAIbHBIX TaHHBIX;

3aIUTHI CPEbl BUPTYaTU3aIUU;

3aIUThl TEXHUYECKUX CPENICTB;

3a1UThl HH(HOPMAIIMOHHON CUCTEMBI, €€ CPEJICTB, CHCTEM CBS3H U NEpeauu JaHHBIX;

BBISIBJICHUIO MHIIMICEHTOB U PearupoBaHue Ha HUX;

yIpaBJieHUIO KoH(pUrypauueil WHGOPMALMOHHON CHUCTEMBI W CHCTEMBl  3allUTHI
MEPCOHANIbHBIX JaHHBIX.

I'BAOY, kak obnamarens nHGOPMAIMU OTPAaHUYEHHOTO AOCTYIIA, IPH OCYILIECTBICHUH CBOUX IpaB
00s13aHO:

co0JII0/1aTh IIPaBa U 3aKOHHBIE HHTEPECH] HHBIX JIUIL;

MIPUHUMATh HEOOXOMMbIE MEPHI IO 3aIUTE HHPOPMAIUH;

OrpaHMYMBATH JOCTYl K HH(pOpManuHM, ecid Takas OOsI3aHHOCTh YCTaHOBJIECHA
3aKOHOIaTeNbCTBOM Poccuiickon @enepannu.

B tom wuucne I'BJOY, BmpaBe eciu HHOE HE MNPEAYCMOTPEHO 3aKOHOJATEIbCTBOM
Poccniickoir @enepanuu:
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pasperiarh Wik OrpaHuYUBaTh JOCTYI K HH(POPMALIUH, OTIPENIENIATE MOPSAAO0K U YCIOBHSI TAKOTO
JIOCTYTIa;

HCIONIB30BaTh HH(POPMAIIUIO, B TOM YHCIIE PACIIPOCTPAHSITH €€, 10 CBOEMY YCMOTPEHUIO;

nepenaBatb MHGOPMALMIO JIPYTMM JIMIIAM Ha YCTAaHOBJIIEHHOM 3aKOHOJATEIbCTBOM
Pocculickoit @enepannvi OCHOBaHUY;

3alUIIATh YCTaHOBJICHHBIMH 3aKOHOJATeNbCcTBOM Poccuiickoit denepanuu cocodamMu CBOU
paBa B CiIydyae HE3aKOHHOTO MOJIY4YeHHs HHQPOpPMAIMM WIM €€ HEe3aKOHHOTO HCIOJIb30BAHUS
WHBIMU JIMLIAMU;

OCYILIECTBIISATh HMHBIC JEHCTBUSA C HHpOpPMAlLMENW WM pa3peliaTh OCYIIECTBICHHE TaKUX
NEeWCTBUHM, ecau dSTH JeWCTBUS HE NpoTHBOpedarT (eaepalibHBIM —3aKOHAM U JPYTUM
HOPMaTUBHO-NIPABOBBIM akTaM Pocculickoit denepanni.

3ammuTta UMHQOpPMALMM  OTPAHUYEHHOTO  JIOCTyNa MPEACTaBIAeT COOOM  MpUHATHE
OpPTraHM3alMOHHBIX U TEXHUYECKUX MEpP, HAIPABJICHHBIX HA:

co0ioieHne KOH(UACHIIMAIBHOCTH WH(GOpMauK (MCKIIOYEHUE HEMPaBOMEPHOTO TOCTYIIA,
KOIUPOBaHUs, MPEJOCTaBICHUS U PaCIPOCTpaHeHUs MH(GOpMAIIH);

obecrieueHue 1eJIOCTHOCTH UH(popMaluy (MCKIIOUEHHE HEPaBOMEPHOTO YHUUTOXECHUS
Wi MOAU(PpUIUPOBAHUS HHDOPMAITIH);

peanu3aluio mpaBa Ha JOCTYN K HHpopMaIuu (UCKIIOYCHHE HEMPABOMEPHOTO OJIOKMPOBAHUSI
uH(pOpMaLIUN).

CpencrBa 3amuThl MHGOPMAIIMKM BHEAPSIIOTCS 110 PE3YJIbTaTaM IPOBEICHHS OLEHKH PHUCKOB
nH(}OpMamoHHON 0€30MaCHOCTH.

Opranu3anus 3aMThHI HHGOPMALUT

ITpu opranmzanuu B I'BJIOY 3amutsl MH(pOpMAIMK, TOKHBI BBIMOIHATHCS TPeOOBaHMS
®enepanpHoro 3akoHa ot 27.07.2006 Ne 149-03 «OO6 wuHbpopmanuu, WHHOPMAIMOHHBIX
TEXHOJIOTHSIX M O 3aluTe HWHGOPMAIUW», KOTOpPbIE PETYIUPYIOT OTHOUIEHUS, CBS3aHHbBIE
C YCTaHOBJICHHEM, U3MEHEHHUEM U MPEKpaIIeHUEM peKuMa 00pabOoTKH 3aluiaeMoil HH(QOpMaIHiH.
B Tom umcne tpebGoBaHUs O 3amuTe MHQOpPMALMM, HE COCTABJIAIOIIEH TOCYJapCTBEHHYIO TalHY,
coJieprKalieiics B TOCYAapCTBEHHBIX HH(DOPMAIMOHHBIX CHUCTEMaX YTBEP)KICHHBIE IPUKA30M
OCTOK Poccun ot 11.02.2013 Ne 17 «OO0 yrBepkaeHUU TpeOoBaHUU O 3amuTe HWH(OpMALUH,
HE  COCTaBJIAIOIIEH  TIOCYAapCTBEHHYIO  TallHy, cojepxXallelcs B  TOCyJapCTBEHHBIX
MH(OPMAIIMOHHBIX CUCTEMax» Uil TOCYIapCTBEHHBIX WH(OPMAIMOHHBIX CHUCTEM IO KOTOPBIM
I'BJOY saBnsercsa Oneparopom.

B I'BIOY momumo peanu3anyy OCHOBHBIX Mep 3allUThl MH()OPMAIIUK OCYIIECTBIISETCS:

perynspHas OLUEHKa U  YOpaBlieHWE puckamMu HHGQOpManuoHHONM  0Oe30MacHOCTH
B COOTBETCTBHMHU C YCTAHOBJIEHHBIMH MPOLIEAYPaMHU B 00JIACTH YIPABICHUS PUCKAMU;

nH(pOPMHUPOBAHUE, o0yueHue U MOBBILIEHHE KBaJTH(PHUKAIIUN pabOTHUKOB
I'BJAOY B chepe nndopmarnmonHoi 6€30MacCHOCTH;

MeTOoAMYecKass MOMOIIb pabOTHHKaM B BoOIpocax obOecrnedyeHus HHPOPMAIMOHHON
0E30I1aCHOCTH;

aHaJIM3 U MOMCK BO3MOYKHOCTEHN O MOBBILICHUIO YPOBHS 3alUIIIEHHOCTH HH(POPMALIUH.

Jnst opranmzanuu 3amuthl nHGopManuu, ['6/IOY BrnpaBe NMpUMEHSTh CPEACTBA M METOJIBI
TEXHUUYECKOM 3aIlMThl, NPEANPUHUMATh JApyrue, HE NPOTHBOpEYAIIME 3aKOHOJATENILCTBY
Poccuiickoii ®enepannu, Mepsbl.

B pamkax oOecrnieueHus 3amuThl UHPOPMALIMK, B paMKax TPYAOBBIX OTHOLICHHH HEOOXOAUMO
O3HAaKOMHTb O] POCIIHCH PaOOTHUKOB, JOCTYI KOTOPBIX K MH(POPMAIIUU OTPAaHUYEHHOIO JTOCTYIIA,
HEO0O0XOUM JUIsl BHIITOJIHEHUSI UMH CBOUX JOJKHOCTHBIX OOSI3aHHOCTEH, ¢ IepeyHeM HH(OopMalnuu
OrpaHUYCHHOT 0 oCTyMa, u NpuHAThIMU B ['B/IOY Mepamu 3amutel nHGOpMaIIUH.

Oco0eHHOCTH 32U THI NEPCOHATBHBIX JAHHBIX

IIpn opranuzanum o6paborku B ['BJIOY mnepcoHanbHBIX JaHHBIX HEOOXOAMMO
pPYKOBOJACTBOBaThCsl TpeOoBaHusiMu DexepanbHoro 3akoHa ot 27.07.2006 Ne 152-®3
«O nepcoHANBHBIX JAHHBIX).
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[lepeuenb wmep, BbIMOMHEHHE KOTOphIX oOecmeuuBaer ['BJIOY B kadecTBe omeparopa
TIEPCOHANBHBIX JIAHHBIX, JOJDKEH BKITFOYATh:

HaszHaueHue B ['BJIOY oTBeTcTBEHHOrO 3a OpraHu3alo 00paboTKH MEPCOHATIBHBIX JAHHBIX;

pa3paboTKy JOKYMEHTOB, OMPECIISIONINX MPaBUIa B OTHOIIEHUU 00pa0OTKU MEPCOHATBHBIX
nanHbIX B ['B/I0VY, nokabHBIX aKTOB 10 BOIpocaM 00pabOTKU MEPCOHAIBHBIX JaHHBIX;

IPUMEHEHHE OpPraHU3aLMOHHBIX M TEXHUYECKUX Mep Mo obecneueHuro 0e30ImacHOCTH
MEPCOHANBHBIX JaHHBIX B COOTBETCTBUU cO craTheil 19 denepanbHoro 3akona ot 27.07.2006
Ne 152-®3 «O nepcoHaTBHBIX TaHHBIXY;

BBINOJIHEHHE TPEOOBAHUHN IO COCTABY M COEPIKAHUIO OPraHU3ALMIOHHBIX U TEXHUYECKUX MeEp
o obecrneuyeHuto 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX NMPH UX 00paboTke B MH(OPMALMOHHBIX
CHCTeMax MEepCOHANBHBIX NaHHBIX yTBepkAEHHBIX [Ipukazom @CTIOK Poccun ot 18.02.2013 Ne 21
«O0 yTBEpKIEHMM COCTaBa M COJACPXKAHMUA OPraHM3ALMOHHBIX M TEXHUYECKUX Mep IO
obecriedeHnIo0 0e30MacHOCTH NEePCOHANBHBIX JaHHBIX MPH HX 00paboTke B HH(OPMAIMOHHBIX
CHCTEMax MepPCOHANBHBIX JaHHBIX);

OLIEHKY Bpe€Aa, KOTOPbIH MOXET OBbITh MPUYMHEH CYOBEKTaM IEpPCOHAIbHBIX JaHHBIX
B ciyyae HapymeHus PenepanbHoro 3akoHa Ne 152-@3, cooTHomIeHHE YyKa3aHHOIO Bpeja
U MPUHUMAEMBIX OINEPaTOPOM MeEp, HANpaBJIEHHBIX Ha OOECIeYeHUE BBHITIOTHEHUSI 00S3aHHOCTEH,
npeaycMoTpeHHbIX DenepanbHbiM 3akoHoM No 152-D3;

o3HakomsieHue pabotHukoB ['BJIOY, HemocpencTBEHHO OCYLIECTBIAIONIUX 00paboTKy
IIEPCOHANBHBIX  JAHHBIX, C IIOJOXKEHUAMM 3akoHomarenscTBa  Poccuiickoi  Penepanuu
0 TEePCOHATBHBIX JaHHBIX, B TOM 4YHCIE TPEOOBAHWSAMH K 3allUTe TEPCOHAIBHBIX JJTaHHBIX,
JOKyMeHTamH, onpezaesnstomumu tpedoanus ['BJIOY B oTHomeHMH 0OpabOTKU IMEPCOHATbHBIX
JAHHBIX ¥ 00y4YeHHe, IpU HEOOXOIUMOCTH, YKa3aHHBIX paOOTHUKOB.

O6ecnieuenne 0€30MaCHOCTH MTEPCOHABHBIX TAHHBIX JIOCTUTACTCS, B YaCTHOCTH

OIpeNeNieHueM  Yrpo3 M Hapymurened  0e30MacHOCTH  MEPCOHAIBHBIX  JAHHBIX
pu ux 00paboTke B MHPOPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHBIX;

ONpeNeIeHNeM  YpOBHS  3AIIMIICHHOCTH TIEPCOHANBHBIX JAHHBIX B  COOTBETCTBHUHU
¢ TpedoBanusimMu [locranoBnenus [IpaButenscrBa Poccuiickoit @enepanuu ot 01.11.2012 Ne 1119
«O06 yTBepkaeHMM TpeOOBaHMM K 3allUTE€ NEPCOHAIBHBIX JaHHBIX MpPU HX 00paboTke
B WH(OPMAIIMOHHBIX CUCTEMAaX IMEPCOHATBHBIX JaHHBIX),

IPUMEHEHUEM MPOLIECIINX B YCTaHOBJIEHHOM MOPSAIKE MPOLENypy OLEHKH COOTBETCTBUS
CpPE/CTB 3aIIUThI UH(OpMAIHH;

OLIeHKOW 3()(hEeKTUBHOCTH NMPUHUMAEMBIX MEp IO 3alUTe MEePCOHAIBHBIX JaHHBIX J0 BBOJA
B HKCIUTyaTaluio UH(HOPMALIMOHHOM CUCTEMBI IEPCOHANBHBIX IaHHBIX;

BOCCTAHOBJICHHEM NEPCOHANBHBIX JaHHBIX, BCIEACTBUE MOIYYEHUs HECAHKIIMOHMPOBAHHOIO
JOCTyTa K HUM;

YCTAHOBJICHMEM IpaBWJl  JOCTyNa K IEpCOHAIbHBIM  JIaHHBIM, 0OpabaTbIBacMbIM
B MH(OPMAIIMOHHBIX CHUCTEMax IMEPCOHAIBHBIX JAHHBIX, a TaKKe OOECIeYeHHEM pEerucTpanuu
U y4eTa BCeX JICUCTBHIL, COBEPIIAEMBIX C TIEPCOHAIBHBIMU JAHHBIMU B HH(OPMALIMOHHBIX CHCTEMax
MIEPCOHANBHBIX JIaHHBIX;

KOHTPOJIEM 3a IPUHUMAEMbIMH MEPaMH 110 3alUTe MEPCOHATBHBIX JTAHHBIX U ONPEIEIEHHOr0
YPOBHS 3allUIIEHHOCTH HWH(POPMALMOHHBIX CHCTEMaxX IMEpPCOHAIBHBIX JaHHBIX B Ipolecce
€e IKCILTyaTaIuu.

5 OCHOBHBIE TPEBOBAHMUSA K ITIPOHECCAM OBECIIEYEHUSA
WH®OPMAIIMOHHOM BE3OITACHOCTH

MeTtoanueckoe pyKOBOJICTBO, pa3padOTKy pelIeHuH Mo 3aluTe HHPOpMAIUH, COTIaCOBaHUE
BbIOOpa CPEACTB BHIUMUCIUTENBHON TEXHUKH, MPOrPAMMHBIX M MPOrPaMMHO-AMIMAapaTHBIX CPENICTB
3amuUThl WH()OPMAIIMK, OPTaHU3AIMI0 PAa0OT MO BBHISBICHUIO BO3MOXKHOCTEH U MPENyNpekKICHUIO
YTEUKH ¥ CBOWCTB 3alllMIaeMOd HWHQOpMaIMU, aTTeCTalMi0 OOBEKTOB HWH(OpMATHU3ALNHI
OCYILECTBIISIIOT KOMIIETEHTHBIE CTPYKTYpHBIE toapazaeneHus ['bOY.

duznyeckaa 0e30MACHOCTh
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[IpuHATHIE OpraHU3allMOHHBIE W TEXHUYECKHEe Mepbl 1o 3amure nomeuieHuit ['BJAOY,
CEepBEpHOr0 M KOMMYTAllMOHHOTO OOOpYAOBaHMs, aBTOMAaTH3UPOBAHHBIX pabO4YUX MECT
nons3oBateneid nHpopmaunoHHeix cucteM ['BJIOY obecrieunBaroT peanusanuio CIEeIyOIUX Mep
11o.

pasrpaHudeHuio jgoctyna pabotHukoB B mnomemieHuss ['BJJOY B coorBercTBHM € HX
MTOJTHOMOYHSIMH U JTOJIKHOCTHBIMU OOSI3aHHOCTSIMU;

peructpanu (akToB BXoJa paOOTHUKOB B TIOMEILEHHS B KOTOPBIX BeaeTcs oOpaboTka
MEpPCOHANIbHBIX JaHHbIX;

KOHTPOJIMpyeMOMY TpeObiBaHuI0 TocTopoHHUX Jmil B ['B/IOY B momemieHus, B KOTOPBIX
BezieTcsl 00paboTka MH(OpMAIMM OTPaHUYEHHOrO0 JOCTYNA M pa3MeIleHbl ammapaTHble CpecTBa
MH(POPMALIMOHHOM CUCTEMBI;

OpraHu3aliK PeXUMa KOHTPOIMPYEMOI0o BHOCA/BBIHOCA CPEACTB 00pabOoTKU MH(GOpMaIIUK.

ITomemenuss I'BJJOY npomxHbl OBITH 000OpYIOBaHBI JETEKTOPAMHM OTHS U JIbIMA,
OTHETYUIUTENSIMH, CHUCTEMaMU KOHAMLIMOHUPOBAHUS BO3/1YyXa, CPEJICTBAMHU OXPAHHO-TIOKApPHOMU
CUTHAJIM3ALNH.

OcHoBHOE cepBepHOE U KOMMYyTaroHHoe obopynoBanue ['BJIOY nomkHO OBITH 3alIUIIEHO
OT mepeboeB B MoJaye 3JIEKTPOIHEPTHH IMyTEM MOIKIIOUYEHHUS K DJIEKTPOCETH C MPUMEHEHHEM
HWCTOYHUKOB OecriepeOOMHOr0 MUTAaHUS U PE3EepPBHOrO  Ju3eib-TeHeparopa. McTouHuku
OecriepeOOIHOr0 MUTaHUST HEOOXOIUMO PErylIspHO TECTUPOBATh M MPOBEPATH YIOIHOMOYEHHBIM
pabotraukam I'B/IOY B cOOTBETCTBUU C PEKOMEHIAIIUSMH ITPOU3BOIUTEIIS.

[lopraTuBHBIE TEXHMYECKHE CpEJICTBA HE JIOJDKHBI OCTaBaThCsi 3a  Ipeaeraamu
koHTponupyemoii 30861 ' BJIOY 6e3 koHTposs co croponsl padoraukos I'B/I0Y.

Be3onacHocTh Ha paGodyem mecTe

3anperniaercss BECTH 3allCh IMapojiell B OTKPHITOM BHUAE Ha MaTepUaJbHBIX HOCHUTEIS,
3a UCKJIFOYEHUEM CIIy4aeB, PErJIaMEHTUPOBAHHBIX METOJOB XPaHEHUS.

JIOKyMEHTBl M HOCUTENH € HH(OpMaIrMell OrpaHWYeHHOr0 JOCTYyNa IOJDKHBI YOMpaThbCs
B oreyaTbiBaeMbie MecTa (ceiidbl, mkadbpl W T.OI.), OpU yXoae ¢ paboyero Mecra.
Ha aBTomaTtu3upoBanHom pabouem mecte [lonp3oBarens pabouas ceccus JoKHA ObITH MPEpBaHa,
paGoumnii cronm 3abmokupoBaH. Bxon monb3oBaTenss B CUCTEMY HE JOJDKEH BBIIOJIHATHCS
ABTOMATHUYECKH.

JIokyMeHTBI, copaep:kamue HH(POpMalUI0 OrpaHHUYEHHOrO JOCTYMa, JOJIDKHBI —Ccpasy
M3bIMATBCSl U3 TMEYaTaloUMX YCTPOMCTB. s yTwiM3auuu KOH(HUAECHIMAIBHBIX JOKYMEHTOB,
JIOJKHBI  MCTIOJIB30BAaThCsl YHUUTOXKUTEIM JIOKYMEHTOB HE HIKE 4 ypOBHS IO CTaHAApPTY
0€30I1acHOCTH, TPUMEHIEMOMY K YHUUTOXKUTEISIM TOKYMEHTOB.

IIpy ucnonb30BaHMM MOOWIBHBIX TEXHHYECKUX CPEICTB HEOOXOAMMO COOMI0AaTh
JOTIOJTHUTENIBHBIE MEPHl IO perjaMeHTallud M KOHTPOJIO HCIONB30BaHMS B HH(OpMAIIMOHHON
CUCTeME MOOUJIbHBIX TEXHUUYECKUX CPEJICTB.

HaxoxneHne npencraBuTellell IOPUAMYECKUX JIMI B pPaMKax MCIOJIHEHHUS JOrOBOPHBIX
0053aTeNbCTB B TOMEIICHUSIX B KOTOPBIX BeeTcs o0paborka WHGOpMALUU OrpaHUYCHHOTO
nocTyna HHGOPMAIIMOHHON CUCTEMBI, BO3MOXHO TOJBKO B compoBokaeHuu pabornuka ['BJIOY,
JOMYIIEHHOT0 J10 00paboTKU Takoi MHGOpMAIIIH.

PasMemienne TEXHMYECKMX CpEACTB BbIBOAa uHHGpopmauuu B nomeuienusax [BJIOY
MPOU3BOJMUTCS C YYETOM MHCKIIOUYEHHS BO3MOXKHOCTH BH3YaJbHOIO IPOCMOTpa HH(pOpMaluu
MIOCTOPOHHUMM JIMLIaMU ¥ pabOTHUKAMU, HE TOMYIIEHHBIM K paboTe ¢ qaHHO! nH(OopMalren.

TexHuueckne cpeacTBa ODKHBI pa3MEIIaThCsl W XPaHUTbCA TaKUM 00pa3oM, YTOOBI
COKpAaTUTh BO3MOKHBIM PUCK NOBPEXAECHUS U YIrPO3bl HECAHKIIMOHUPOBAHHOI'O 1OCTYTIA.

Texnuueckoe 00cayKUBaHUE 000PYA0BAHMS

Texunueckue cpeacrBa ['BJIOY nomkHBI TPOXOAWTH HA PETYISIPHOM OCHOBE CEPBHCHOE
00CITy’kKMBaHUE B COOTBETCTBUHU C PEKOMEHAALNSIMU MPOU3BOIUTENIEH 000py10BaHUS.

PeMoHT u cepBHCHOe o0OcnyKMBaHHE OOOPYIOBAaHUS JOJDKHBI BBIIOJTHATHCS TOJIBKO
KBaJIM(UIIMPOBAHHBIMU CIICLIUATHCTAMHU.
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Texuuueckoe oOcCTy)XHBaHHE O0OOpPYIOBaHUS CTOPOHHUMH OpTaHU3AIUSMH HE JOJDKHO
MPUBOJUTH K PUCKY HAapyIIEHNS KOH(DUIEHIINAIBHOCTH 3aIMIaeMOol HH(OpMaIUH.

B3aumopeiicTBue ¢ TpeTbUMH JTHIAMHA

B mensx obecrneuenuss mHpopMmarmonHoit 6e3omacHoctd ['BJIOY mpu B3aumoneicTBUu
C TPETHUMH JIMLIAMH JIOJIKHO BBIIOJHSATH CJIEIYIOIINE MEPOIPUSITHS 110!

3aKJIIOUEHHUIO0 COTJIAllleHUsT O Hepas3riameHud HWH(OpMalnuu OrpaHMYeHHOrO JIOCTyIa
MOJTyYEHHOW B XOJI€ UCTIOJIHEHUS IOTOBOPHBIX 0053aTENBCTB,;

OCYILIECTBJICHUIO KOHTPOJS 3a JIEHCTBUSIMU IpPEACTABUTEIEH KOHTPAareHTOB B Mpeiesiax
KoHTpoiupyemoii 30ub1 ['5/IOVY.

YnpasieHue ;KU3HEHHbIM IUKJIOM HH(OPMALMOHHBIX CHCTEM

Meporpusatus B mpoliecce >XH3HeHHOro mnukia nHdopmarmonasix cucteM ['BI0OY nomxub
ObITh HAIpaBIIEHBI Ha OOecledeHne 3aluluThl WH(OpMaIuu Ipyu BBOJAE B JCHCTBHE, HKCIUTyaTalluH,
COITPOBOX/IEHUH U MOJIEPHU3ALMH, BBIBOJA U3 DKCILTyaTalluH.

OcHoBanueM Tpu pa3paboTke HHOOPMAIMOHHBIX CHUCTEM JOJDKHBI SIBIATHCS PEHICHUS
MpUHATBIE Ha cTaauud (opMUpOBaHUA TpeOOBaHMM, colepkaiie TpeOOBaHUS B TOM 4YHUCIE
10 CUCTEME 3aIUThl HHPOpPMAIUH.

JIro6oe TutaHupyemMoe K BHEIPEHUIO H3MEHEHNE HH(DPOPMAITMOHHON CUCTEMBI IPEABAPUTEIHHO
JNOMKHO  OBITh  MPOAHATUM3UPOBAHO HA  COBMECTUMOCTb M OTCYTCTBHE  HapyIICHUM
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMITOHEHTOB B TOM YHCJI€ CPEJICTB 3alUThl MH(POpMAIIH.

Paborsl mo MoaepHHU3anMu WH(OOPMAIMOHHOM CHCTEMBI, B TOM 4YHCIE IO YCTaHOBKE
MIPOrpaMMHOr0 o0ecrieueHus: 1 OOHOBJICHHH, TOKHBI IPOBOUTHCS B Hepabouee BpeMs WM BpeMs
HauMeHbIIel paboueil Harpy3Ku.

[Ipu BBIBOZE M3 OHKCIUTyaTalluM HMH()OPMAIIMOHHBIX CHCTEM JIOJDKHO OOECIIeYMBaThCS
rapaHTUPOBAaHHOE yJalieHne 00pabaTbiBaeMOM M XpaHUMOI B HUX MH(QOPMALIUU C UCIIOIb30BAaHUEM
CPEICTB TapaHTHUPOBAHHOI'O0 YHUUTOXKEHUSA HMH(OpMalUU WK MyTeM (U3HUYECKOro YHUUYTOXKEHUS
HoOcUTeNne nHpOopMaIu.

Bce mnpouenypel oOecniedeHus 3aumuThl  HMHQOpmauuu, ycraHoBieHHsle B ['BJIOY
B OTHOIICHHH WH(POPMALMOHHBIX CHCTEM, JIOJDKHBI BBIIONHATHECA M KOHTPOJIUPOBATHCS
OTBETCTBEHHBIMH JIMLIAMH 33 OPraHU3aLUI0 Pa0OT 0 3aIIUTe UH(OPMALIHH.

KonTpoJs gocTyna k uH(pOpMANMOHHBIM cCHCTEMaM

Bce paborauku ['BJIOY, nonymienasle k padote ¢ WHGOPMAIMOHHBIMH CHUCTEMaMH HECYT
NEPCOHANBHYI0  OTBETCTBEHHOCTh 32 HApYUIEHHWS YCTAaHOBJIEHHOro Imopsiaka o0paboTku
nH(pOpPMaLIUH.

YpoBeHb TOMHOMOUMM moOJb30Batenss B uWHpopMmanuonHoit cucteme I['BOY momxen
OIIPENEIIATHCS B COOTBETCTBUHU C €TI0 JOJDKHOCTHBIMU O0SI3aHHOCTSIMU.

Joctyn nonp3oBateneit k nHpopmanuoHHbM cuctemam ['BJIOY nomkeH KOHTPOIUPOBATHCS
aJIMUHUCTPATOPOM MH(GOPMAIITOHHOMN CHCTEMBI.

OcyuiecTBI€HNE PETYISIPHOTO KOHTPOJIS BBIIOJIHEHMSI OPTaHU3allMOHHO-PAacIIOPSIINTENbHBIX
JOKYMEHTOB, KacaloIluxXcs perjameHTanuu nomycka padoraukoB ['BJIOY k mHpOpMamoHHBIM
CHCTEMaM.

HpenTudukanus v ayreHTH(PUKALMUSA

Jloctyn monb3oBateneil K WH(OPMALMOHHBIM CHUCTEMaM JOJDKEH HPEAOCTABIATHCS TOIBKO
MocyIe YCIENIHOT0 3aBEepIICHUs UACHTU(PUKAIIUH, ayTEHTUPUKALUH.

[Tonyuenue mnonbp3oBaTeleM HMEHHM B HUHGOPMAIIMOHHOM cHUCTeME W Tapolisi, KOTOpbIe
o0ecreunBaoT JOCTYN K HHPOPMALMOHHOM CUCTEME, JTOJKHO OCYIIECTBISATHCS M0 MPEICTaBICHUIO
PYKOBOAMTENS CTPYKTYPHOT'O MOJPA3/IEICHUS.

YnpasjeHue 10CTynIOM

B I'BIOY n0mKHO OCYHIECTBISATHCS YIpaBJIEHUE JOCTYIIOM K MH(POPMALMOHHOW CUCTeMe
MOCPEACTBOM pealn3aluid HEOOXOJMMBIX METOAO0B, THUIIOB U MPaBUJ pa3rpaHUUYEHHs] JOCTYIa
nosp3oBaTensaM uHpopmanuonHoi cuctembl ['BJIOY. B Tom umcie obecrieueH 3aniuieHHBIN
yIQJIEHHBIA JTOCTYN CyOBEKTOB JIOCTyNa K OOBEKTaM JIOCTYyIa uepe3 BHEIIHWE MH(POPMALUOHHO-
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Be3onacHocTh npu padore ¢ HOCUTEJSIMHA HHPOPMALMH

Padoranku T'BJIOY nomkHBI HMCIOIB30BaTh TOJBKO YUYTEHHBIE CHEMHBIE MAIIUHHBIC
HOCUTENU HMH(OpPMALMU JUIsl BBINOJHEHHUS] CBOUX JOJDKHOCTHBIX oOsi3aHHOcTel. Mcmonb3oBanue
ChEMHBIX MAIIMHHBIX HocuTenel nHpopmanuu B 'bIOY B MHBIX LEJSIX CTPOrO 3amperieHo.

CpemHble MalIMHHBIE HOCUTENN MH(GOPMAIUU JOJKHBI XPAaHUTCS B OIleUaThIBaeMbIX IIKadax,
B IIOMEILEHUSIX B KOTOPBIX MpelycMOTpeHa 00paboTka nH(pOpMaLUK OrPaHUYEHHOr0 JOCTYIIA.

B ciyuae kpaku WM MOTEPH CHEMHOT0 MAIIMHHOT'O HOCUTENs MH(OpMAINH, a TaK)Ke MHBIX
WHLUJEHTOB, KOTOPblE€ MOTYT HPHUBECTH K HApYIIEHHIO CBOWCTB HH(pOpPMAIMU OTPaHUYEHHOIO
JOCTYIIA, JOJKHBI IPOBOIUTHCS MEPOIPUATHS 110 PACCIICIOBAHUIO TAKUX UHIIUJCHTOB.

[Ipu BBIBOJE M3 SKCIUTyaTallMM ChEMHOTO MAIIMHHOTO HOCUTEINs MH(POpPMAlLlUHU, BCE JaHHBIE,
XpaHsLIMecs] Ha HEM, JOJDKHBI ObITh YJaJIEHbl ONpEEIEHHON KoMHcCUel U3 uncia pabOTHUKOB,
CPEACTBOM IapaHTHUPOBAHHOI'O YHUUYTOXKEHUS UHPOPMALIUH.

@®akT yHUUTOXKEHHs HWHGPOPMALMM Ha CHEMHOM MAIIMHHOM HOCHUTENEe HH(pOpMaluu
¢ukcupyercss B akre 00 YHHYTOKEHHHM HWHPOPMALUU CO CHEMHOTO MAIIUHHOIO HOCHUTENS
nH(pOpMaIuu.

Perucrpanust coObITH

B TI'BJAOY  nmomkHa  OCYIIECTBISATHCS ~ pEeTHCTpamusi  COOBITUH  0€30macHOCTH
Ha Bcex KommoHeHTax wuHpopMannoHHbIXx cucreM [BJIOY, B kotopeix oOpabarsiBaeTcs
3amuiaeMast HHpopMarus.

AHTHBHMPYCHAs 321U TA

B nenax oOHapyxkeHUs W yCTpaHeHHs BpedoHOCHbIX nporpamMM B ['BJIOY  nomxHbI
HCIOJIb30BaThCsl CPEJICTBA AaHTUBUPYCHOM 3a1UThl HH(POPMALIUY.

OO0s3arenbHOMY KOHTPOJIIO CPEICTBOM AHTHBHPYCHOW 3alIUThl HMH(OpMAIMM TOJKHA
nojiexxars Jiro0as uHpopmanus (TEKCTOBblE (Qailibl JM00bIX (QopMmaToB, (ailibl JaHHBIX,
UCTONHAEMble (ailibl), mMosydaemas U IepefaBaeMas 10 JIOKAIbHOH BBIYUCIUTENBHON CEeTH
B TOM YHUCIE M CETAM OOLIero IMOJNb30BaHUS, a Takke WH(POpMalusd, XpaHHUMas Ha CHEMHBIX
MAaIIMHHBIX HOCUTENSAX UH(POpMAaILIUH.

IIpu ycTaHOBKE MNPOrpaMMHOIO OOecHeueHUs] MM €ero OOHOBJIEHMS Ha CEBEpHOE
000pyZOBaHUE JIODKHA aBTOMATMYECKH BBINOJIHATHCS NpeABapUTeNbHass IPOBEpKa JTAHHOI'O
MIPOrpaMMHOro 00ecre4eHts Ha OTCYTCTBHE BPEJOHOCHOTO TPOrPaMMHOI0 00EeCTIeUeHusl.

OOHoBneHne 0a3 curHaTyp AJsl CPeACTBa AHTHBMPYCHOM 3aIUThl MH(GOPMALUU JOJKHBI
OOHOBJIATHCS €XKETHEBHO.

[Tonp3oBaTenu 0e3 pas aJMHHHCTPATOpPa UH(OPMALIMOHHON CUCTEMBI
I'BJIOY He momKHBI UMETh BO3MOXKHOCTH IMOTYYEHHUS JOCTyNa K KOH(PUTYpaIllud aHTUBUPYCHOTO
CPEICTBA 3aIIMUTHI WK €r0 OTKIIOYCHHUS.

KoHTposb 3a1HIIIeHHOCTH NePCOHAIBHBIX JAHHBIX

B nmensx MCKIIOYEHMs SKCIUTyaTallMM YsA3BMMOCTEH MPOrpaMMHOIO 00eCHeueHHs! JOKHBI
IPOBOIUTCA pPAa0OOThl IO BBIABICHUIO, AaHAIU3y YSI3BUMOCTEH MH(DOPMAIIMOHHON CHCTEMBI
U OIEpPaTHBHOE YCTPAHEHHWE BHOBb BBIBIEHHBIX YsA3BUMOCTel. B TOM uMcne opraHusanus
KOHTpOJII yCTaHOBKM OOHOBJIEHHS MPOrpaMMHOr0 0OecledyeHHsl BKIIIoYasi CpEeACTB 3allUThl
nHpOpMaIUu.

Hcnonb3oBanne NporpaMMHOro odecre4eHus

Boibop mporpamMMHoro obtecriedeHuss Juisi npousBoiAcTBeHHBIX HYxa ['BJOY  nomxen
IIPOU3BOJUTHCS. B NPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOro B EJMHBIN peecTp pOCCHMCKHX
IporpaMM JUisi 3JIEKTPOHHBIX BBIYMCIMUTENBHBIX MallMH M 0a3 JaHHBIX. B cimydae orcyrcrBus
aHasiora B EnMuHOM peecTpe pOCCHHCKHUX MpPOrpaMMm JUIsl 3JEKTPOHHBIX BBIYMCIUTENBHBIX MAallliH
n 0a3 [aHHBIX JIONYCKAeTCs HCMOJNb30BaTh MPOrPAMMHOIO  OOECIEeUYE€HHUE HMMIIOPTHOIO
IIPOU3BO/ICTBA.

Hcnonb3oBanne cpeacTs Kpunrorpaguueckoi 3amuTbl HHGopManuu

Obecneuenne 3amuThl HHGOPMALUK OPAaHHMUYEHHOI0 JOCTYIA OT PAaCKPbITHS, MOJU(PUKALIUN
U HaBs3bIBaHMA (BBOJA JIOKHOW HH(poOpMauuu) NHpu ee mepernade (MOATOTOBKE K Iepenaye)
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[0 KaHajaM CBSI3M, MMEIONIMM BBIXOJA 3a MpeAeibl KOHTPOJIMPYEMOH 30HBI 00ECIIeYMBACTCS
MIPUMEHEHHUEM CPEJICTB KpUNTOrpaduuecKoil 3amuThl UHPOPMAaLIKH.

[Ipnobperenne  cpeactB  kpuntorpaduyeckoit  3ammrtel  uHbopmaruu  [BIOY
OCYILIECTBIISIETCSI HA OCHOBAaHUM JIOTOBOPOB M KOHTPAKTOB C JIMIAMH MMEIOIIHUMU JIEHCTBYIOILYIO
munensuto @Cb Poccunm Ha ocyliecTBiIE€HUE JAESITEIbHOCTH IO pa3paboTke, IPOU3BOJICTBY,
pacnpocTpaHeHHI0 MUGPOBATIBHBIX (KPUIITOrpa@uUecKux) CpeacTB, HH(POPMAIMOHHBIX CHCTEM
U TEICKOMMYHUKALIMOHHBIX CHCTEM, 3alllMIICHHBIX C UCIOJb30BaHUEM IIHU(PPOBAIBHBIX
(kpuntorpadu4ecKnux) CpPeACTB, BBHIIOJHEHUIO pabOT, OKa3aHUIO YCIYT B 00JacTH IIH(pPOBaHUS
nHpOpPMAIUU, TEXHHUYECKOMY OOCITYXHMBAaHUIO MMH(POBATHHBIX (KPUOTOrpadUUIECKUX) CpPEJICTB,
MH(POPMALMOHHBIX CUCTEM M TEJIEKOMMYHUKALMOHHBIX CHUCTEM, 3aIIMIIEHHBIX C MCIOIb30BAHUEM
mH(pOBaTBHBIX (KPUNTOTPAPUUECKUX) CPEACTB (32 HCKIIOYCHHEM CIIydas, €CIM TEeXHHYECKOe
oO0cay)kuBaHue MHU(GPOBAIBHBIX (KPUOTOrPAPUUYECKUX) CPEICTB, HWH(POPMAIMOHHBIX CHCTEM
U TEIeKOMMYHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C UCIOJb30BaHUEM IIH(POBATBHBIX
(kpunTorpaM4EeCKUX) CPENCTB, OCYIIECTBISETCS Ui OOecledyeHUs: COOCTBEHHBIX HYXIT
IOPUAMYECKOTO JIMIA WK WHAUBUAYAIBHOT O PEIIPUHUMATEIS).

B umenax opranuzanuu M oOecrneueHHM Ieperadyd WHGOpPMAlUU IO KaHajaM CBS3H
C HUCIOJB30BAHUEM CPEJICTB KPUNTOrpapUUECKOW 3alUThl MH(POPMAIIMU, a TAKXKE BBITTOTHEHUS
munieH3uoHHbIX  TpeboBanuii @OCB Poccum B  ['BJIOY  npomkeHn ObITh cO31aH  OpraH
KpunTorpadguueckoi 3aiuThl.

[Mopraneubie pemenus ['BJJOY ¢ BO3MOXHOCTBIO JOCTyIa C CETE OOIIEro MOIh30BAHUS
JOJKHBI B MPUOPHUTETE pa3pabaThiBaThCsA C OpraHU3allMed 3allMIEHHOr0 KaHalla MOCPEeICTBOM
nporokona TLS ¢ monaepxkoii anropurmoB 'OCT 34.10.

Hcnoub3oBaHue 3JIEKTPOHHOM MOYThI

DNeKTpoHHAs To4YTa JObKHA ucmoib3oBathesi B [BIOY ¢ menpio opranmsanuu oOMeHa
JNEKTPOHHBIMU  COOOIICHUSIMH ~ MEXAy pa0OTHUKaMU U CcyObeKTaMH HH(OpMalHOHHON
6e30MacHOCTH.

[Ipu ncronb30BaHUM JIEKTPOHHOM IMOYTHI 3aIIPEIIACTCS:

oOMeH uHopMmaIueit A ciykeOHOro 1moiab30BaHus, a Takke HH(opMalel OorpaHMYEeHHOr O
JIOCTYIa;

MIPEIOCTaBJIEHUE JIOCTyNA K JIEKTPOHHOM MOYTE C UCIIOJIb30BaHUEM JIaHHBIX CBOEH y4eTHOM
3aUCHU TPETHUM JINLIAM;

MyOJIMKAIUsl CBOErO CIY)XKEOHOro ajpeca 3JEKTPOHHOM MOYTHI B 3JIEKTPOHHBIX KaTaloOrax,
Ha IIOMCKOBBIX MAIIMHAX M JpYruX pecypcax ceTu VHTepHeT B LeNsAX, HE CBSA3AHHBIX C
WCIIOJTHEHUEM CBOUX JTOJKHOCTHBIX 00SI3aHHOCTEH;

MOANKCKA MO JIEKTPOHHOW MOYTE Ha Pa3IMUHbIE PEKIIAMHBIE MAaTE€pPUabl, JIUCTHl PACCHUIKH,
JJIEKTPOHHBIE JKYPHAJIbl M T.I., HE CBSI3aHHBIE C BBIIOJIHEHUEM II0Jb30BATEIIEM JIOKHOCTHBIX
00s13aHHOCTEH;

OTKpBITHE (3allyCK Ha BBIOJHEHHE) (ailJIoB, MONYYEHHBIX IO 3JIEKTPOHHOW IOUTe
WM u3 pecypcoB cetu HWHTepHeT, 0e3 TNpeABapUTEIBHONM MPOBEPKH HMX aHTUBUPYCHBIM
IIPOrPaMMHBIM 00€CTIEYEHUEM.

Padora B ceTsix 0011€ro NOJIL30BAHUSA

I'BAOY octaBnsier 3a coboii nmpaBo OJIOKUPOBATH MIIM OIPAaHUYMBATH JIOCTYIN pAaOOTHHKAM K
CETSIM CBSI3U OOILIEro MOJIb30BaHUs, B TOM uucie cetu MHTepHeT, coaepkaHe KOTOPhIX HE UMEET
OTHOILIEHUS K UCTIOTHEHUIO JODKHOCTHBIX O0S3aHHOCTEH, a TakkKe K HH(POPMAIMOHHBIM pecypcam,
COACpP)KAHME M HAIPABICHHOCTh KOTOPBIX 3alpelieHbl 3aKOHOJATENbCTBOM Poccuiickoi
®denepanuu.

Nudopmarms o mocemaembix  padbotaukamu  ['BJIOY  wmHpOpMAIMOHHBIX PECypcoB
MPOTOKONUPYETCS Ui TOCIEAYIOIIero aHalu3a M, MNpU HEOOXOJUMOCTH, MOXET ObITh
MIpe/ICTaBJIeHa PYKOBOJAUTENSM CTPYKTYPHBIX Io/Ipa3iesieHul, a Takxke pykosoaurento ['BJAOY nns
KOHTPOJISI.

[Ipu ucnonb3oBanuu cetu MHTEPHET 3aMpeeHO:

<
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HCIOJIb30BaTh HECAHKIIMOHUPOBAHHBIE NMPOrpaMMHbBIE M NPOrpaMMHO-aNapaTHbIE CPEICTBA,
MO3BOJISIOIIME TTOTYYUTh HECAHKIIMOHUPOBAHHBIN HOCTYI K ceTu MHTepHeT;

nyOJIMKOBaTh, 3arpykaTb M pPAaCHPOCTPAHATh MaTEpUANbl COJEpIKAIUEe HEIOCTOBEPHYIO
unpopmanuio o 'BJIOY, a Taxke panscudunuposats cBoit [P-agpec.

Pe3epBHOe KONIMpPOBaHNeE U BOCCTAHOBJIEHUE JAHHbBIX

Ocyl1ecTBieHue pe3epBHOr0 KOMUPOBAHUS JIOIPKHO OCYILIECTBIISTHCS JUISL:

uHpopmanmu obOpabaTeiBaeMoll Ha (aldJIoBOM cepBepe U CepBepe IMPUIIOKEHH,
MH(}OpMaIMOHHON CHUCTEMBI,

pabounx MecT aAMUHUCTPATOPOB MH(POPMALIUOHHONW CUCTEMBI.

YacToTa M pEeXUM pPE3EpBHOrO KOMHMPOBAHHUS YCTAHABIMBAIOTCA TAaKUM OOpa3oM, UYTOOBI
00ecreunTh MUHUMAJIbHYIO TIOTEPIO IAHHBIX U ONEPAaTUBHOE BOCCTAHOBJICHHE.

Hacrtpoiika pe3epBHOr0 KONMUPOBaHMS M BOCCTAHOBJIEHUS PECYpPCOB HH(pOpMAIMOHHBIX
cucreM ['BZIOY nomkHBI TPOBOAUTE yronHOMOoUeHHbIe paboTHukH [ BIOY.

Pe3epBHOe  KONMpOBAaHHME JOKHO  OCYLIECTBISITHCSI B~ ABTOMAarM4YECKOM  pEKUME
C MNPUMEHEHHEM OTEUYECTBEHHOTO CHEIHAIM3UPOBAHHOTO CPEJICTBA PE3EPBHOIO KOMMPOBAHUS
C JEHCTBYIOIIMM CEpTU(HUKATOM COOTBETCTBHS IO TpeOOBaHMUSIM O€30MacCHOCTH HH(pOpMAIUH
OCTOK Poccun.

6 OCHOBHBIE TPEBOBAHUSA K TIPOLUECCAM YIIPABJIEHUSA
UH®OPMAIIMOHHOHN BE3OIMMACHOCTBIO

MoHnTOpHHT HH(OPMALIMOHHOM 0€301TACHOCTH

Ha mocrositHHON OCHOBE JOKEH MPOBOIUTHCS KOMILUIEKCHBIM aHAINW3 (DYHKIMOHUPOBAHMS
unpopmarnmonHoi cucremsl 'BJIOY u BozHUKaromux coObITHI HH()OPMAIIMOHHON 0€30MaCHOCTH.

[Iporiecc MOHUTOpPHHTA CHCTEMBI oOecriedyeHUs] MH()OPMAIMOHHONH OE30MacHOCTH TOJDKEH
BKJIIOYaTh B Cce€0sl KOHTPOJb OPraHMU3AIlMOHHBIX M TEXHUYECKUX Mep IO 3aliuTe HHGOpMaluH,
aHaJIM3 MapaMeTpoB KOH(PUTypaLluu U HACTPONUKHU CPEJCTB 3alUThI HH(OPMAIIHH.

IIpn mpoBeneHUM KOHTPOJIBHBIX MEPOIPHUATHM, CBS3aHHBIX C OLICHKOW pealu3aluu Mep
no 3amure uHPopmanuu B I'BJIOY, ynonHoMoueHHble paOOTHUKU JOJKHBI MPUIEP’KUBATHCS
CJIEIYIOIIUX IPUHLUAIIOB:

He HapymaTh pyHKInoHUpoBaHue aesreabHocTd [ B0Y;

JNEHNCTBOBAaTh B COOTBETCTBHM C YTBEPXKICHHBIMM OPraHU3alMOHHO-PACIOPAIUTEIBHBIMU
nokymeHTamu ['BJ1OY 1o 3ammuTe nHbOpManuy,

HE CKpBIBATh (aKThl BBIABICHHBIX COOBITHH HMH(OPMAIIMOHHOH 6€30MaCHOCTH;

0(hOpMIISITH OTYETHI, TOATBEPKIAIOIINE BHITOTHEHUE MEPONIPUATHIA 1O 3aIUTEe UHPOPMALIUH.

Wudopmanus, mnomydeHHas B XOA€ IPOBEJEHUS KOHTPOJIUPYIOIIHUX MEPONPUATUH
O NIeHCTBUSAX, COOBITHSAX M MNapaMeTrpax, MMEIOIIMX OTHOUICHHE K pealu3allud Mep IO 3aluTe
nH(pOPMALIUK, JOIDKHA KOHCOJIUIAMPOBATHCS W XPAHUTHCS B MECTaX, MCKIIOYAIOMIMX MOIyYeHHE
K HEH HECAHKIIMOHUPOBAHHOTI'O JOCTYIIA.

MOHUTOPUHT JTaHHBIX O 3apETUCTPUPOBAHHBIX COOBITUAX HMH(OPMALMOHHON Oe30macHOCTH
JIOJI’KEH IIPOBOJUTHCS, 110 BO3MOKHOCTH, C UCIIOJIB30BAHUEM CUCTEMBbl MOHMTOPUHIA WHIUICHTOB
nH(}OpMaIMOHHON 0€30MacHOCTH WJIM BCTPOEHHBIX MEXaHH3MOB HACTPOMKM U ayauTa COOBITUM
B IPOrpaMMHBIX W MPOrpaMMHO-AMNMAPATHBIX CPEACTBAX, MCIOIb3YEMbIX B HH()OPMAIMOHHON
ungpactpykrype ['BIOY.

YupasJjieHue pucKkaMmu

OmnpeneneHne BHYTPEHHMX TpeOOBaHUH IO 3amuTe MH(OpPMALMHU, JOHKHBI OCHOBBIBATHCS
Ha pe3ylbTaTax IPOBEACHHS aHAIMW3a PHCKOB HapyIIEHUS OCHOBHBIX CBOMCTB 0€30MacHOCTH
utst nHGopManroHHbIX pecypcoB I'BIOY.

OCHOBOI OIIEHKH PUCKOB JIOJIKHA OBbITh OLIEHKA YCIOBHH U (haKTOPOB, KOTOPbIE MOT'YT CTaTh
MPUYUHON HApYIICHUS LIETIOCTHOCTH, KOH()UACHIIMAIBHOCTH U JOCTYITHOCTH /7151 HH(POPMAaILlOHHBIX
pecypcoB ['BJIOVY.

PesynpTaToM mpoBeneHHs aHaIM3a PUCKOB JOJKEH ObITh pa3pabOTaHHBIM KOMIUIEKC MeEp,

AIIPABJICHHLIX HAd CHUKCHHUC BO3MOXHOI'O HCTAaTUBHOI'O BJIMAHHA HAa OCHOBHYIO ACATCIILHOCTDH
JOKYMEHT ﬂO,CLI‘I CAH 3JTIEKTPOHHOW NOANUCBHIO
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I'BAOY npu peanuzanuu TO WIK HHON yrpo3bl 0€30MaCHOCTH WH(POPMALIUU U 00ECTICYHBAIOIINX B
JATBHEHIIIEM IOCTaTOYHBIN YPOBEHD 3alIMIIEHHOCTH HH(popmarmorHbix cuctem ['BJIOY.

YnpasjieHue nHUUAEHTAMU HHPOPMAMOHHOM 0€30ITACHOCTH

Jist obecrieuenust 3pPEeKTUBHOrO pa3pelIeHns HHIIICHTOB HH(OpMAIIMOHHON 0€30MacHOCTH
B I'B/IOY, MuHMMH3aLMK OTEPh U YMEHBIIEHUS PUCKA BO3SHUKHOBEHHS MOBTOPHBIX MHIUIECHTOB
JIOJIPKHO OCYILECTBIISAATHCS YIPaBJIeHUE MHIIMICHTaMU UH()OpMaIMOHHON 6€301aCHOCTH.

s ynpaBieHUsT MHIUACHTaMH WH(OPMAIMOHHOW O€30MacHOCTH JOJKHA OBITH CO37aHa
ciy’k0a MOHUTOPUHIA U PearupoBaHus HAa MHIUACHTHI HH()OpPMALIMOHHON 0€30MacHOCTH, KOTopas
IIOCPEJICTBOM KOMILIEKCA CPEICTB M MEpONpHUATUH i cOopa M KOHCONMZAUMKU HHGOpManuu
00 MHLUAEHTAX pellaeT JaHHYIO 3a/ady. B OTHONIEHMM KaXJIOro MpOM3OIIEIIIEr0 MHLIUICHTA
paboTHUKaMU U3 CIyKObl MOHUTOPHMHTA WM pPEarupoBaHUS Ha WHIMICHTH WH(GOPMAIMOHHOU
0€30I1aCHOCTHU JOJIKEH BBIMOJIHATHCS €0 aHalu3, U pa3paboTka 3(p(GEKTUBHBIX MEp pearupoBaHUs
Ha JIaHHBIN HUHIIUJIEHT.

AyauT cucteMbl obecrniedyeHus1 MHGOPMALMOHHOM 0e3011aCHOCTH

B nemsix onenku Texymero ypoBHst nHpopmaimonHoi 6e3omacaoct 'BJIOY Ha perynspHoi
OCHOBE JIOJIPKEH NMPOBOANUTHCS ayAUT MHPOPMALIMOHHON 06€30MacHOCTH.

BHyTpeHHue ayauThl JODKHBI BBINONHATHCS padorHukamu ['BJIOY. B uucno 3anauy,
pelaeMbIX IpU IPOBEICHUH BHYTPEHHUX ayAUTOB HH(OPMALIMOHHOM 0€301MacHOCTH, BXOIAT:

cOOp M aHaNU3 MCXOJHBIX JAHHBIX 00 OpPraHU3allMOHHOM U (YHKIMOHAJIBHON CTPYKType
MH(POPMALMOHHBIX CHCTEM, HEOOXOAUMBIX JIJIsl OLICHKH COCTOSIHUSI CUCTEMBI 3alIUThI HH(OpMAIIHH;

aHaJIM3 YTBEPXKICHHBIX OPraHU3aLMOHHO-PACIIOPSIAUTENbHBIX JOKYMEHTOB IO 3aluTe
nH(pOPMALMU HA IPEAMET UX HOIHOTHI U 3(h(HEKTUBHOCTH, a Takke (HOpMUPOBAHHE PEKOMEHJAlUN
o UX J0paboTKe WK pa3pabOTKH HOBBIX;

obocHOBaHUE (UHAHCOBOW 3(P(EKTUBHOCTH BHOBb MPHOOPETAEMBIX CPEICTB 3aIIUTHI
WH(pOpMAITUH;

IpOBEpKa TMPaBHJIBHOCTH BbIOOpA W  HACTPOMKM CPEACTB  3alMThl  MH(OpMAIUH,
(hopMupoBaHUE MPEIT0KEHUH IO UCIIOIB30BAHNIO UMEIOIIUXCS CPEJCTB 3alIUThl HH(OPMAIUU IS
TIOBBIIICHHS YPOBHS HAAEKHOCTH B Oe301macHocTH nHpopManuoHHbx cuctem ' BIOY;

aHaJIM3 OTYETOB [0 TNPOM3OLICNIIMM HHIUJCHTaM HWH(POPMALMOHHOM Oe30macHOCTH
U IPUHSTHIM MepaM 110 X Pa3peleHuIo.

IMoBbIlIEeHNE 0CBETOMJIEHHOCTH PA0OTHUKOB

B pamkax opraHuzanMM = KOMIUIEKCHOTO TPOTHBOJAEHCTBHS Yrpo3aM O€30MacHOCTH
uHpopmanuu, wucxomamuM or paborHukoB ['BJJOY nmomkHa TOCTOSHHO —TOBBIIIATHCS
HX OCBEIOMJICHHOCTH B 00JIACTH 3alTUThl HH(POPMAIIHH.

[ToBbimienne ocseromiaeHHOCTH paboTHUKOB I'B/I0OY ocymecTBisercs:

o cymectBytomuM B I'6/I0Y oprannszanroHHO-pacnopsiAUTENbHBIM JOKYMEHTAM;

o npumensiembiM B ' BJIOY mepam 3amuTsl nHGOpMaIuu;

10 IPAaBUJIBLHOMY HMCIIO0JIb30BaHUIO CPE/ICTB 3AILUThI HH(POPMALIUH.

7  3AKIIOYEHHE

[Ipn w3MeHeHWM ACUCTBYIOIMIETO 3aKoHOAaTenbcTBa Poccuiickont denepanum B 001acTH
3amuThl MHQOpPMALMK, a TaKkKe OpraHUu3alUOHHO-PACTIOPIIUTENbHBIX JToKyMeHToB ['BIOY
Hacrosmas [lonmuTuka U M3MEHEHUS K HEN NMPUMEHSIIOTCS B 4YacTH, HE NMPOTUBOpEYALIEHd BHOBb
MPUHATHIM 3aKOHOJIATEJIbHBIM M MHBIM HOPMAaTHUBHBIM aKTaM, a TaKK€ BHYTPEHHHUM JIOKYMEHTaM
I'bAOY.

Bce TpeOoBaHus, YCTaHOBJIIEHHBIE JCHCTBYIOIIUM 3aKOHOAATENbCTBOM  Poccuiickoii
®depnepanuu, MOJ3aKOHHBIMH aKTaMH M JIOTOBOPHBIMH OTHOIICHHSMH, a Takxke noaxon ['BJIOY
K OOECIIEYCHHUIO COOTBETCTBHUS ATUM TPEOOBAHMSIM JOJDKHBI OBITH SIBHBIM O0pa3oM OMpEEICHBI,
JOKYMEHTHUPOBAHBI U NIOJJIEPKUBATHCSA B AKTYAJIbHOM COCTOSIHUU.

I'BIOY B  OpUOPUTETHOM  HANpaBICHUW  JIOJDKEH  pacCMaTpUBATBCS — TEPEXOJ
Ha MPOrpaMMHOE OOECIICYCHHE OTEUESCTBEHHOTO MPOW3BOAMTEIS, BKIIOUCHHOTO B €IUHBIA peecTp

OCCHUUICKHIX HIPO]l;IpaMM UL DJICKTPOHHBIX BBIMUCIIMTCIIBHBIX MAIlIMH U 0a3 JaHHBIX. B TOoM umncie
JAOKYMEHT NOANWUCAH SNEKTPORHOU OAMNCHIO
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[0 YacTH CEPBEPHOr0, KOMMYTAIIMOHHOTO OOOPYAOBaHUS M INPOTPAaMMHO-ANIAPATHBIX CPEICTB
BKJIFOYEHHBIX B EMHBIN peecTp pOCCUICKON PaarO3JIEKTPOHHON MPOAYKIIUH.
IlepecMOTp ¥ BHEceHHWE HW3MEHEHHUH B

HacTosmyto [lonuTuky  OCyIIEeCTBISIOTCA
Ha NEpUOINYECKON U BHETIJIAHOBOI OCHOBE.

JIOKYMEHT MOZMUCAH SMEKTPOHHOM MOAMUCHIO

rOCYAAPCTBEHHOE BIHO/DKETHOE [1OLLKOJIbHOE OBPA3SOBATEJIbHOE 01.11.24 16:06 (MSK) Ceptudmkat AA34ED487920117F17CD83SBECBZ:IIJ§9
YYPEXXAEHUE JETCKUWU CAl N2 45 KOMBUHUPOBAHHOIO BUAA

nPVIMOPCKQFO PAMOHA CAHKT-NETEPBYPIA, Cninuak Enexa OmutpuesHa,
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8 CHHUCOK UCHOJIb30OBAHHbIX HCTOYHUKOB

1 ®enepanbueblii 3akoH or 27.07.2006 No 149-d3 «O6 wmHbpopmanuu, WHGOPMALMOHHBIX
TEXHOJIOTHSIX U O 3alUTe HHPOPMALIUM».

2 @enepanbHblii 3akoH 0T 06.04.2011 Ne 63-D3 «O0 31EKTPOHHOM MOATIUCKY.

3 Ilocranoenenme IlpaButensctBa Poccuiickoit ®enepammmu ot 16.04.2012 Ne 313
«O06 yrBepxaeHuu ITomoxkeHus o JMLEH3UPOBAHUM JESITEIBHOCTH MO pa3pabOoTKe, POU3BOICTBY,
pacrpocTpaHeHUI0 IMHU(POBANBHBIX (KPUOTOrpapUuecKrX) CpeacTB, MH(DOPMAIIMOHHBIX CHCTEM
U TEIEeKOMMYHUKAIIMOHHBIX CHCTEM, 3allMIICHHBIX C HCIOJIb30BaHHWEM IH(POBATBHBIX
(kpunTorpadyecKnx) CPEACTB, BBIOJHEHHIO pa0OT, OKAa3aHUIO YCIYTr B 00JacTH IIHUGPOBAHUS
nH(popMaIuy, TEXHUYECKOMY OOCTY>KMBAHUIO MIHU(PPOBATHHBIX (KpUNTOrpauuecKux) CpeacTs,
MH(POPMALMOHHBIX CHCTEM M TEICKOMMYHUKAIMOHHBIX CHCTEM, 3aIIUIIEHHBIX C UCIIOIb30BAHUEM
U QPOBATBHBIX (KpUNTOrPaPUIECKUX) CPEACTB (32 MCKIIOUEHHUEM CiIy4as, €CIId TEXHHYECKOE
oOcnmykuBaHue MHU(POBANBHBIX (KpUOTOrpapUUecKuX) CpencTB, HH(POPMAIMOHHBIX CHCTEM
U TEICKOMMYHUKALIMOHHBIX CHCTEM, 3allUIIEHHBIX C UCIOJb30BaHUEM IIH(PPOBAIBHBIX
(kpuntorpaduyecknux) CpeACTB, OCYIIECTBISETCS sl O00ECleYeHUs] COOCTBEHHBIX HYXK]
IOPUINYECKOTr0 JIMIA WK UHAUBUYAIbHOI'O IPEAIPUHUMATEIS).

4  Tlocranosnenue IlIpaBurensctBa Poccuiickoit ®epepaumu ot 01.11.2012 Ne 1119
«O06 yTBepkAEHUH TpeOOBaHMM K 3alllUTE TEPCOHANBHBIX JaHHBIX 0pH HX 00paboTke
B UH()OPMAIIMOHHBIX CUCTEMAX NEPCOHATIBHBIX JAHHBIX).

5 [IIpukaz @AIICU or 13.06.2001 Ne 152 «OO6 yrBepxkaenun WMHCTpyKIHH
00 opraHuszanuu u obecrieyeHUH OE30MACHOCTH XpaHEHMs, 0OpabOTKM U Iepenadyu Mo KaHajlam
CBSI3U C HCIOJB30BAHUEM CPEJICTB KpUNTOrpapuueckoi 3amuThl HHGOpMALUU C OrpaHUYEHHBIM
JIOCTYIIOM, HE COAEPIKALLEH CBEICHUN, COCTABIISIONIUX TOCYIaPCTBEHHYIO TAUHY.

6 IIpukaz DCBb Poccum or 09.02.2005 Ne 66 «O06 yrBepxkaeHnn IlomoxxeHus
0 pa3paboTKe, MPOU3BOJCTBE, PEATU3ALNN U HKCIUTyaTallui IH(PPOBATBHBIX (KPUITOrpahUUIECKHX)
cpencts 3amuthl nHGopmanmu (I[Tonoxxenue [TK3-2005)y.

7 IIpukaz ®CTIK Poccun ot 11.02.2013 Ne 17 «OO0 yrBepkaeHHH TpeOOBAHH O 3alIUTe
uH(pOpMaLMK, HE COCTABILIIOLIEH TOCYIAapCTBEHHYIO TaiiHy, CoJepikallleiics B roCydapCTBEHHBIX
MH()OPMALIMOHHBIX CHCTEMAX).

8 IIpuka3z ®CTOK Poccum ot 18.02.2013 Ne 21 «O0 yTBepKICHHH COCTaBa U COACPKAHUS
OpPraHU3allMOHHBIX U TEXHUUYECKHX Mep MO 00ecledyeHHI0 0e30IacHOCTU MEePCOHAIBHBIX JaHHBIX
pu ux 00paboTKe B MHPOPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHBIX).

9 IIpuxa3z ®Cb Poccun ot 10.07.2014 Ne 378 «O06 yrBepxkaenun CocraBa U CoaepKaHUs
OpPraHU3allMOHHBIX U TEXHUUYECKHX Mep MO 00ECleYeHHI0 0e30IacCHOCTU IEePCOHAIBHBIX JaHHBIX
npu ux o0paboTKe B HMH(GOPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JAHHBIX C HCIOJIb30BAHUEM
cpeactB  Kpunrorpaduyeckod  3ammThl  MHGOOPMAIMHM, HEOOXOMUMBIX JUIS  BBIIOJHEHUS
ycraHoBlIeHHBIX [IpaBuTenscTBOM Poccuiickoit denepanun TpeOOBaHM K 3aIUTE IMEPCOHATBHBIX
JTAHHBIX
JUTSL KQKJIOTO U3 YPOBHEH 3aIIUIIICHHOCTHY.

10 TOCT P 51624-2000 «3ammura wuHpOpMAIUA. ABTOMATH3UPOBAHHBIE CHCTEMBI
B 3alMIIEHHOM HcnoiMHeHuu. O01mue TpeOoBaHus .

11 TOCT P 51898-2002 «Acnektsl 6e30macHocTH. [IpaBuiia BKIIOYCHHS B CTAHIAPTHD.

12 TOCT P 50.1.056-2005 «Texnuyeckas 3ammurta uHpopmaruu. OCHOBHBIE TEPMHUHBI
U ONIpENICIICHUS.

13 T'OCT P UCO/M3K 27001-2006 «MupopmanmonHast TexHoaorusl. METOABI U CpeACTBa
oe3onacHocTH. CUCTEMBI MEHEPKMEHTa HH(pOopManMoHHOM O0e30macHocTr. TpeOoBaHMs .

14 TOCT P 50922-2006 «3amura napopmari. OCHOBHBIE TEPMHUHBI U ONIPEICIICHUS.

15 TOCT P 51275-2006 «3amurta uupopmamuu. OO0bekT mHpOpMaTH3amuu. DakTopsl,
BO3JIelicTBYIOIMME Ha HHQPopMarnio. OOIIre MOI0KEHUSD.

16 TOCT P UCO/MBK TO 13335-5-2006 «MudpopmanmoHHass TeXHOJOTHS. MeTob

JIOKYMEHT MOZMUCAH SMEKTPOHHOM MOAMUCHIO
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U cpezicTBa obecrieueHuss OezomacHoCcTH. YacTh 5. PyKOBOJACTBO 1O MEHEIKMEHTY 0€30MacHOCTH
CeTH.

17 TOCT P HCO/TO 13569-2007  «®DunancoBsle  ycayru.  PexomeHpanuu
1o “H(POPMAITMOHHOM 0€30IaCHOCTIY.

18 TOCT P UCO/MDBK 27005-2010 «upopMaimoHHass TEXHOJIOTHS. METOIbI U CPEICTBA
obecrieueHust 6€30MacCHOCTH. MEHEKMEHT prCKa HH(POPMAITMOHHONW 0€30MaCHOCTH.

19 T'OCT P UCO/MDBK 27004-2021 «MupopmanronHast TeXxHoaorusi. MeToasl U CpeacTBa
obecrnieueHus OezonmacHocTH. MeHeKMEHT HH(OpMalMOHHON 0Oe30macHOCTH. MOHUTOPUHT,
OllEHKA 3aIUIIIEHHOCTH, aHAJIU3 U OIICHUBAHUE.

20 TOCT P 51897-2021 «MenemxmeHT prcka. TepMHHBI U OTIPEICICHUS.

21 TOCT P 52069.0-2013 «3ammra wHDOpmammu. Cucrema crangaptoB. OCHOBHBIC
TTOJIOKCHUSY.

22 Konuenmus uH(OpMaIMOHHON 0€e30I1acCHOCTH HUCIIOIHUTEILHBIX OpraHoB
rocynapctBerHoi Bnactu Cankr-IlerepOypra ot 20.02.2023.

JIOKYMEHT MOZMUCAH SMEKTPOHHOM MOAMUCHIO

rOCYAAPCTBEHHOE BHODKETHOE 1OLLKOJIbHOE OBPA30BATEJIbHOE 01.11.24 16:06 (MSK) CepTudukat AA34ED487920117F17CD83SBECBZ%989
YYPEXXAEHWUE AETCKWIA CAQA N2 45 KOMBMHUPOBAHHOIO BUAA

MPUMOPCKOIO PANOHA CAHKT-NMETEPBYPTA, Crnivyak EneHa MuTpuesHa,

3ABE/IYIOLLIMI




AOKYMEHT NOANUCAH
3JIEKTPOHHOW nNoanumcbeio

CBEAEHUA O CEPTUD®UKATE 30

CepTuchukat 376304230083447847618637456882370283188412430393
Bnageney Cnudak Eneqa JAMuTpuesHa

OedcTevTened C17.04.2024 no 17.04.2025
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